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Is your network protected from the insider
threat?

/EINPresswire.com/ Most organisations give priority to securing network from external threats
over insider threats. In the last few years, however, things have changed dramatically. The use of
social media sites and various software applications by employees, during and outside of
working hours, has made organisationsan easy target for cyber criminals. Therefore, it is more
important than ever to pay equal attention to internal and external threats to ensure network
security.

The huge security risk posed to organisations by internal users has been confirmed by a recent
Mandiant Report. According to the report, the easiest and fastest route into a network is
increasingly to target an employee with spam emails. The ultimate goal is to install a malicious
piece of software on the organisation’s network and steal information.

Alan Calder, CEO of cyber security specialists T Governance, says, “Employees are the weakest
link in the network. It is not surprising that they are often the primary target of cyber attackers
who use methods like phishing, social engineering, blended threats and more to achieve their
malicious goals.

“So, if you're a director or general manager, and you're concerned about cyber security, you
should be insisting that your IT team, together with your HR department, operate an effective
staff training and awareness programme. If you're in IT security, on the other hand, you should
be ensuring that you have adequate budget to tackle these most basic of modern security
precautions.”

Organisations should also recognise that the insider threats get tougher, with evolving trends
like BYOD (Bring Your Own Device). The sooner organisations implement an infosec staff
awareness programme, the better their chances when fighting cyber attacks targeted at their
employees.

The Insider Threat pocket guide sheds light on the key security issues facing organisations from
insiders to get them up to speed quickly. The pocket guide can be ordered online at

www.itgovernance.co.uk/shop/p-1178.aspx.

Other resources that will help organisations kick start their information security staff awareness
programme include the Information Security Staff Awareness e-learning course


http://www.itgovernance.co.uk/what-is-cybersecurity.aspx?utm_source=pr&amp;utm_medium=nr
http://www.itgovernance.co.uk/?utm_source=pr&amp;utm_medium=nr
http://www.itgovernance.co.uk/shop/c-205-staff-awareness.aspx?utm_source=pr&amp;utm_medium=nr
http://www.itgovernance.co.uk/shop/c-205-staff-awareness.aspx?utm_source=pr&amp;utm_medium=nr
http://www.itgovernance.co.uk/shop/p-1178.aspx

(www.itgovernance.co.uk/shop/p-596.aspx) and the Information Security Awareness Posters
(www.itgovernance.co.uk/shop/p-1106.aspx).
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NOTES TO EDITORS

IT Governance Ltd is the one-stop-shop for books, tools, training and consultancy for
governance, risk management and compliance. It is a leading authority on data security and IT
governance for business and the public sector. IT Governance is ‘non-geek’, approaching IT
issues from a non-technology background and talking to management in its own language. Its
customer base spans Europe, the Americas, the Middle East and Asia. More information is

available at www.itgovernance.co.uk.

This press release can be viewed online at: https://www.einpresswire.com/article/141244948

EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors
try to be careful about weeding out false and misleading content. As a user, if you see something
we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,
Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable
in today's world. Please see our Editorial Guidelines for more information.
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