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Cyber security depends on effective processes,
says IT Governance

ELY , UK, January 21, 2015 /EINPresswire.com/ -- Lack of critical cyber security processes can
hinder effective protection against cyber attacks, leading cyber security provider |T Governance has
warned.

Adequate processes are one of the keys to an effective cyber security strategy. Processes define and
explain how the many activities, procedures, work instructions, controls and technologies are used to
mitigate the risks associated with cyber crime.

Worryingly, PwC’s Global State of Information Security® Survey 2015 found that despite the rising
cyber risks, many organisations have not updated critical information security processes. It also found
that large companies tend to have better processes in place than small and medium-sized
companies.

Alan Calder, founder and executive chairman of IT Governance, says: “Organisations are clearly
under pressure to improve their cyber security posture in view of the growing cyber threats. The only
sensible way to ensure cyber security processes are effective is to implement, and continually monitor
and improve, an information security management system (ISMS) compliant with ISO27001.”

ISO27001 — the international standard for best practice information security management systems —
is a rigorous and comprehensive specification for protecting and preserving an organisation’s
information assets under the principles of confidentiality, integrity and availability.

ISO27001 also defines a requirement for continual assessment and measurable improvement, which
ensures that the risks to an organisation are continually monitored and that appropriate mitigating
controls are improved or implemented.

A recent survey by the British Standards Institute (BSI) has revealed that best-practice cyber security
frameworks such as 1SO27001 help raise awareness of risks. 52% of organisations that had
implemented 1SO27001 said they were “extremely confident” in their level of resilience against the
latest methods of cyber attack.

IT Governance offers fixed-price, fit-for-use packaged ISO27001 solutions designed to meet any
organisation’s preferences for tackling ISO27001 compliance projects. Each of the ISO27001
packaged solutions is available at a transparent price that enables every organisation, anywhere in
the world, to know exactly what their chosen journey to ISO27001 certification will cost them.

The ‘all-in’ 1ISO27001 packaged solutions include: ‘Do it yourself’, ‘Get a little help’, ‘Get a lot of help’
and ‘We’ll do it for you'.

Find out more here: www.itgovernance.co.uk/iso27001-solutions.aspx.
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NOTES TO EDITORS:

IT Governance Ltd is the single-source provider for books, tools, training and consultancy for IT
governance, risk management and compliance. The company is a leading authority on cyber security
and IT governance for business and the public sector. IT Governance is ‘non-geek’, approaching IT
issues from a non-technology background and talking to management in its own language. The
company’s customer base spans Europe, the Americas, the Middle East, South Africa and Asia. More
information is available at: www.itgovernance.co.uk.
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