
Effective incident response is key to managing
and recovering from cyber security breaches
ELY, CAMBRIDGESHIRE, UNITED KINGDOM, May 18,
2016 /EINPresswire.com/ -- Cyber security consultancy firm
IT Governance has urged companies to implement effective
cyber security policies, formal incident management
processes and ongoing staff training to avoid harmful cyber
security breaches. 

The response comes after HMG’s Cyber Security Breaches
Survey 2016 revealed that 65% of major UK businesses
experienced at least one cyber security breach in the last
year, and a quarter of large firms experienced cyber
security breaches on a monthly basis. 

The survey findings reveal that, although cyber security is a
high priority for large UK organisations, only 29% of UK
businesses have documented cyber security policies and
just 10% have formal incident management processes in place. 

Alan Calder, founder and chief executive officer at IT Governance, said: “Ongoing staff training is a
key element for the successful management of a cyber security incident. In addition, organisations
need to have a formal incident management process in place and undertake rehearsals as part of a
security incident response plan.” 

IT Governance’s Cyber Security Incident Response consultancy service helps organisations develop
the resilience to protect against, remediate and recover from a wide range of cyber incidents, and is
based on best-practice frameworks developed by CREST, as well as ISO 27001 and ISO/IEC 27035
(the international standard for cyber incident response). 

An ISO 27001-aligned ISMS helps organisations coordinate all security efforts to protect an
organisation’s data (both electronic and physical) in a coherent, consistent and cost-effective manner.

Read more about cyber incident reponse management and ISO 27001 via the IT Governance
website. To find out how IT Governance can help organisations implement an ISO 27001-compliance
information security management system, email servicecentre@itgovernance.co.uk or contact the
consultancy team directly on +44 (0)845 070 1750.

- Ends -

NOTES TO EDITORS

IT Governance Ltd is the single-source provider of books, tools, training and consultancy for IT
governance, risk management and compliance. It is a leading authority on data security and IT
governance for business and the public sector.  IT Governance is ‘non-geek’, approaching IT issues

http://www.einpresswire.com
http://www.itgovernance.co.uk/cyber-incident-response-management.aspx/?utm_source=media&amp;utm_medium=pr
http://www.itgovernance.co.uk/iso27001.aspx/?utm_source=media&amp;utm_medium=pr
http://www.itgovernance.co.uk/cyber-incident-response-management.aspx/?utm_source=media&amp;utm_medium=pr


from a non-technology background and talking to management in its own language. Its customer
base spans Europe, the Americas, the Middle East and Asia.  More information is available at
www.itgovernance.co.uk. 
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