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On May 29, 2019, I performed a Google search for
the words “Business Risk Management Approach”
in news headlines. I got close to 5,000 results from
just the previous 24 hours. I am sure I would get a
similar number of results no matter when I
searched.  The risk management approach to
business decision making is a popular topic for
business executives, and certainly something that
looks like it will stick around.  How should the
security industry get on board with the risk-based
approach to managing our programs?  It starts
with embracing the inevitable.  We WILL be
expected to speak the business language in
relation to our programs.  We WILL need to be able
to provide measurable results of risk impact,
tolerance, and the effectiveness of mitigation
strategies.  And, we WILL need new skills and
approaches to  do that.

***********************************************
Security is More Than a Tactical Response
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Change is never easy and for many of us who have been in
the security industry for a while, our comfort zone is in the
“nuts and bolts” of our day-to-day tactics.  We know our
details.  We understand PTZ, CPTED, IDS, BCM, WPV, EP
and any number of other technical acronyms. We know
how the organization can protect people and assets from
harm.

But in the world of risk-based business management, it’s

the security leader who can show the reasons behind all those tactics, and the impact those
tactics will have on the overall risk profile and exposures to the organization who will succeed.
It’s that strategic security leader who will successfully shepherd the organization safely into the
future as risks and tactics shift on a near daily basis. It is the ability to see the risk landscape
holistically, and react with the appropriate mitigation at the appropriate time, that will give us
and our security teams the edge in ensuring that we can be ready for the future of security
risks.

http://www.einpresswire.com


This doesn’t mean that tactical skills
are not important.  It’s critical that
team members have the ability to carry
out the entire spectrum of security
mitigation activities. However, those
tactical skills are simply not enough to
ensure that the business understands
the need for, and supports the
implementation of, the security
program.  And that is where new skills
are needed for the entire team.

*********************************
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Skills for the Security Leader

The skills needed to lead a risk-
management based security program
are not much different than the  skills
most of our business partners leverage
in managing their business functions.
They are skills that, until the last 5 to 10
years, have not been strictly required
of the security leader.  Until recently,
security leaders were typically hired to lead organizations because they were highly skilled
security tacticians.  Why is that a problem?  I have had several conversations with incredibly
skilled military and law enforcement professionals who struggled with their new environment
when they transitioned into corporate security.  They were not prepared when they were handed
their first  budget, or when they had a discussion regarding company financials, or when they
were told that the company would not support the enforcement of a basic security requirement.

Acquiring the additional skills necessary to lead a business-focused security organization is not
difficult, but this is a situation where a little education can go a long way.

***********************************************
Business Management

•	You should have a comprehensive understanding of the enterprise’s business, assets, business
drivers, and organizational goals.
•	You should understand the business’s footprint, products, services, and mission, both at the
holistic organization level, and at the functional level of your internal business partners.
Additionally, be familiar with the market you operate in so that you can discuss both the
business and security risks.
•	You should work across business lines and understand the individual needs of each strategic
partner to more fully understand all aspects of the business.
•	You should know how to read the company’s financial reports.  A basic business web site can
give you easy definitions for terms like PBITA, EBITA, Gross Margin, and more.  This will have you
speaking the same language as your executives very quickly.

***********************************************
Risk Management

•	You should have a good understanding of risk models and be competent in the application of
risk management principles to your department.
•	You can study one of the major risk management models such as ISO’s or ANSI’s, or even



specific financial risk management models to be able to confidently discuss the nature of a risk
approach. Having the ability to articulate core risk principles and understand their application
throughout your business is key to engaging executives in the risk-based conversation.

***********************************************
Project Management:

•	You should have the ability to work with stakeholders across multiple departments and
functions to ensure that your security projects meet the risk mitigation needs of your
stakeholders.
•	In the current industry environment of technology-enabled security implementations and
networked systems, the ability to work with technical, engineering, and IT groups to implement
complex security solutions is invaluable. An understanding of project management principles
from an organization such as SIA or PMI, or, even better, a certification, is a step in the right
direction.

***********************************************
Communications and Message Management:

•	You should have the ability to communicate your security program and its focus on mitigating
enterprise risks through protection activities. This will help you ensure a level of understanding
of the value of your program at the executive level.
•	Reaching both internal and external stakeholders with information about the security program
and its results (in terms appropriate to the audience) will help your business partners
understand the need for the security program.
•	Report writing is a special skill worth acquiring.  So much of the activity in security involves
communicating incidents, trends, and threats.  Crafting quality reports is a critical
communication skill. So critical, in fact, that it will have a dedicated article in this series later this
year.  A well-crafted report can:
o	Drive the risk conversation forward.
o	Promote risk discussions within and outside of the security function.
o	Provide risk and process transparency to ensure awareness of risk thresholds.
o	Ensure continued follow-up of identified risk profiles.
o	Provide the basis of executive risk metrics reporting.

***********************************************
Change Management

•	This skill is key to enable you and your team to truly move from a task-management security
focus to a risk-management security focus. The ability to lead, and to demonstrate and model a
commitment to change, will drive the message home to your team, your business partners, and
your executives.  The risk-based approach is a serious business commitment for your team.  It
demonstrates your readiness to engage engage with the business on its terms.

***********************************************
Skills for the Security Team

The business and risk-management skills for the Security Team are skills for the whole team,
including the security functional leader.  Team members, of course, need the tactical skills
required to carry out their daily security activities and to protect the organization from harm.
They must prevent, contain, or recover from security incidents in accordance with the security
risk management plan that was agreed to by the organization’s executives.

In order to effectively operate in a risk management environment, your security team will need
these skills:
•	Be capable of working with all types of people, from line employees to executives, both inside



and outside the company.
•	Be capable of managing in a fast-moving and continually changing environment and risk
landscape.  The speed of change in the next decade will only increase as the world enters an
unprecedented era of connection and communication.  The ability to be nimble and adapt to
new situations will be the differentiator between businesses that thrive, survive, or fail (that goes
the same for internal functions in those businesses)
•	Have a willingness to monitor the global risk environment.  It will be necessary to stay up-to-
date on new threats and the latest mitigation tactics for those threats.
•	Be able to quickly assimilate new skills and knowledge to meet changing demand, allowing
them to stay ahead of the curve in business in an effort to support the organization no matter
the security need.

***********************************************

The good news?  As security professionals, we inherently understand the concept of “risk”.  We
are surrounded by leaders and business partners who also understand these concepts.  To align
the differences in our approach, we just need to adjust our understanding, gain a few more
skills, and approach our programs with a management mindset similar to the way business looks
at risk.  The skills needed to interact in a risk-focused business environment are not hard to
learn.  With a little effort on the part of the security industry, we can all gain the needed skills to
sit confidently in the boardroom and talk about security risk management in the same way as
other aspects of the business discuss financial risk management, operational risk management,
or any other kind of risk management that is integral to the working day.
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Rachelle Loyear is the VP of Integrated Security Solutions for G4S Americas.  In this role, she
leads the G4S Security Risk Management and Integrated Practices management office, helping
G4S customers take advantage the powerful risk management business approach as part of
their holistic security programs. Rachelle has spent over a decade managing programs in
corporate security organizations. Focusing strongly on security risk management, she has been
responsible for ensuring enterprise resilience in the face of many different types of risks, both
physical and cyber. Rachelle is PMP, CISM, and MBCP certified, is active in multiple security
industry groups, and volunteers as the program manager of the Enterprise Security Risk
Management program management office at ASIS, International.  Additionally, she is the
author/co-author of three books in the security risk management subject area: Enterprise
Security Risk Management: Concepts and Applications ; The Manager’s Guide to Enterprise
Security Risk Management: Essentials of Risk-Based Security; and The Manager’s Guide to
Simple, Strategic, Service-Oriented Business Continuity.
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This article also appeared in Risk and Resilience Hub:  https://www.riskandresiliencehub.com
https://www.riskandresiliencehub.com/must-have-business-skills-for-a-security-risk-
management-program/

For For Rachelle Loyear’s discussion “In The Boardroom” on SecuritySolutionsWatch.com, please
click here: 
http://www.securitysolutionswatch.com/Interviews/in_Boardroom_G4S_Loyear.html

For more information: www.g4s.com/

*********************************************************************************
*******************************

https://www.riskandresiliencehub.com
https://www.riskandresiliencehub.com/must-have-business-skills-for-a-security-risk-management-program/
https://www.riskandresiliencehub.com/must-have-business-skills-for-a-security-risk-management-program/
http://www.securitysolutionswatch.com/Interviews/in_Boardroom_G4S_Loyear.html
http://www.g4s.com/


About SecuritySolutionsWatch.com
www.SecuritySolutionsWatch.com features thought leadership interviews about IT, IoT and
security solutions. Our flagship “In The Boardroom” program, now in its 15th year, has delivered
outstanding content about solutions from leading global brands such as: 3M, AMAG Technology -
A G4S Company, ASSA ABLOY, AT&T Cybersecurity, Cisco Security, Dell EMC, HP Cybersecurity,
Fujitsu, Gemalto, HID Global, IBM, ImageWare, Intel, SAP, Siemens, Stanley Security, SONY,
Unisys, and Yahoo, just to name a few.

What's YOUR authentication, cybersecurity, physical security, mobility, or "smart" solution?

What's YOUR Blockchain or FinTech solution?

We invite you to please join us "In The Boardroom" at www.SecuritySolutionsWatch.com.
For a quick tour to see exactly how your brand will be featured, please contact Ali Eng on our
publishing team via 
email: ALE@SecuritySolutionsWatch.com, or phone: 1+914.690.9351, or, LinkedIn:
https://www.linkedin.com/in/ali-eng-a8a41015b/

For more details, please click here: www.SecuritySolutionsWatch.com/Main/Jan2018.pdf
And for our Media Kit, please click here: www.SecuritySolutionsWatch.com/MediaKit.html
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It's FREE...our monthly newsletter with thought leadership content from leading security
experts.
Please click here: -
http://www.securitysolutionswatch.com/newsletters/newsletter_2019_05.html
And please visit us on Twitter here: www.twitter.com/SecStockWatch
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All content which appears on SecuritySolutionsWatch.com and in this Press Release is subject to
our disclaimer: 
www.SecuritySolutionsWatch.com/Main/Terms_of_Use.html
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