
Human Digital Thought Clones: The Holy Grail
of Artificial Intelligence for Big Data

Digital thought clones that prey on and manipulate real-time online behavior can be tackled with

tough legislation, say experts

DOHA, QATAR, December 7, 2020 /EINPresswire.com/ -- Tech companies are on the cusp of

...(AI) algorithms can...test

strategies in real-time to

predict, influence, and

manipulate a person’s

consumer or online

decisions using extremely

precise behavioral patterns”

Dr Jon Truby

perfecting digital thought clones which replicate online and

offline activity to be tested in real-world situations.

A groundbreaking study published in Information &

Communications Technology Law by experts at the Centre

for Law and Development at Qatar University discusses the

legal and ethical implications of Big Tech’s development of

“digital thought clones.” Digital thought clones can allow

technology companies to accurately predict and influence

people’s behavior according to their digital habits. The

authors call for legislation to protect people from

technology companies’ malicious use of their digital footprint.

In The Social Dilemma, the Netflix documentary that has been in the news recently for its radical

revelations, former executives at major technology companies like Facebook, Twitter, and

Instagram, among others, share how their ex-employers have developed sophisticated

algorithms that not only predict users’ actions but also know which content will keep them

hooked on their platforms. The knowledge that technology companies are preying on their users’

digital activities without their consent and awareness is well-known. But Associate Professor Jon

Truby and Clinical Assistant Professor Rafael Brown at the Centre for Law and Development at

Qatar University have pulled the curtain on another element that technology companies are

pursuing to the detriment of people’s lives, and investigated what we can do about it.  “We had

been working on the digital thought clone paper a year before the Netflix documentary aired. So,

we were not surprised to see the story revealed by the documentary, which affirm what our

research has found,” says Prof Brown, one of the co-authors.

Published in Information & Communications Technology Law, their paper identifies “digital

thought clones,” which act as digital twins that constantly collect personal data in real-time, and

then predict and analyze the data to manipulate people’s decisions. Activity from apps, social

media accounts, gadgets, GPS tracking, online and offline behavior and activities, and public
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records are all used to formulate what they call a “digital thought clone”. The paper defines

digital thought clone as “a personalized digital twin consisting of a replica of all known data and

behavior on a specific living person, recording in real-time their choices, preferences, behavioral

trends, and decision making processes.”

“Currently existing or future artificial intelligence (AI) algorithms can then process this

personalized data to test strategies in real-time to predict, influence, and manipulate a person’s

consumer or online decisions using extremely precise behavioral patterns, and determine which

factors are necessary for a different decision to emerge and run all kinds of simulations before

testing it in the real world,” says Prof Truby, a co-author of the study. 

An example is predicting whether a person will make the effort to compare online prices for a

purchase, and if they do not, charging a premium for their chosen purchase. This digital

manipulation reduces a person’s ability to make choices freely. Outside of consumer marketing,

imagine if financial institutions use digital thought clones to make financial decisions, such as

whether a person would repay a loan. What if insurance companies judged medical insurance

applications by predicting the likelihood of future illnesses based on diet, gym membership, the

distance applicants walk in a day—based on their phone’s location history—and their social

circle, as generated by their phone contacts and social media groups, and other variables?

The authors suggest that the current views on privacy, where information is treated either as a

public or private matter or viewed in contextual relationships of who the information concerns

and impacts, are outmoded. A human-centered framework is needed, where a person can

decide from the very beginning of their relationship with digital services if their data should be

protected forever or until they freely waive it. This rests on two principles: the ownership

principle that data belongs to the person, and that certain data is inherently protected; and the

control principle, which requires that individuals be allowed to make changes to the type of data

collected and if it should be stored. In this framework, people are asked beforehand if data can

be shared with an unauthorized entity. 

The European Union’s landmark General Data Protection Regulation and the California

Consumer Privacy Act of 2018 can serve as a foundation for governments everywhere to

legislate on digital thought clones and all that they entail. But the authors also raise critical moral

and legal questions over the status of these digital thought clones. “Does privacy for humans

mean their digital clones are protected as well? Are users giving informed consent to companies

if their terms and conditions are couched in misleading language?” asks Prof Truby.

A legal distinction must be made between the digital clone and the biological source. Whether

the digital clone can be said to have attained consciousness will be relevant to the inquiry but far

more important would be to determine whether the digital clone’s consciousness is the same as

that of the biological source.

The world is at a crossroads: should it continue to do nothing and allow for total manipulation by



the technology industry or take control through much-needed legislation to ensure that people

are in charge of their digital data? It’s not quite a social dilemma.

Reference

Authors: Jon Truby, Rafael Brown

Title of original paper: Human Digital Thought Clones: The Holy Grail of Artificial Intelligence for

Big Data 

Journal : Information & Communications Technology Law

DOI: https://doi.org/10.1080/13600834.2020.1850174 

10.1080/13600834.2020.1850174 

Affiliations: Centre for Law & Development, College of Law, Qatar University

Jon Truby

Qatar University

cld@qu.edu.qa

Visit us on social media:

Twitter

LinkedIn

This press release can be viewed online at: https://www.einpresswire.com/article/532093338

EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors

try to be careful about weeding out false and misleading content. As a user, if you see something

we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,

Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable

in today's world. Please see our Editorial Guidelines for more information.

© 1995-2021 IPD Group, Inc. All Right Reserved.

https://doi.org/10.1080/13600834.2020.1850174
https://twitter.com/CLD_QU
https://www.linkedin.com/showcase/centre-for-law-and-development/
https://www.einpresswire.com/article/532093338
https://www.einpresswire.com/editorial-guidelines

