
Asigra Cloud Backup with Deep MFA Brings
Enhanced Ransomware Defense to Microsoft
Office 365

Cloud-Based Data Protection Platform Mitigates Ransomware Threat to Popular Business Application

Suite

TORONTO, ONTARIO, CANADA, December 15, 2020 /EINPresswire.com/ -- Asigra Inc., a leader in

backup and recovery software that delivers comprehensive backup repository cyber protection,

today announced Cloud Backup with Deep MFA integration with Microsoft Office 365. Asigra

software version 14.2 support for the Microsoft software suite empowers solution providers to

significantly lower cybersecurity threats targeting backup repositories with MS Office 365 data.

Protection of critical cloud-based application data for one of the world's most popular

productivity suites, Microsoft Office 365, ensures businesses have a strategy to make themselves

harder to hack by increasing costs for threat actors. A good backup strategy will also ensure the

recovery of important data lost to ransomware by reclaiming control of business information

residing within cloud infrastructure. As businesses increasingly seek the agility of cloud-based

workforce productivity applications and platforms, many overlook potentially significant trade-

offs to data protection. Key among these is that it is the customer's responsibility to protect the

critical data in SaaS applications such as MS Office 365.

Asigra Cloud Backup with Deep MFA allows users to easily schedule the creation of point-in-time

backup copies of mailboxes and corporate data residing in Microsoft Office 365 Exchange Online,

Office 365 Groups, SharePoint Online, and OneDrive for Business — with no limitations on data

volumes or number of mailboxes. Other capabilities include the assignment of backup

frequency, retention duration and restoration granularity. Asigra's cloud-based data protection

platform deploys in MS Office 365 with ease to ensure reliable support and protection of SMB or

enterprise instances of MS Office 365, providing business-class backup features.

Asigra Cloud Backup with Deep MFA provides the right blend of enterprise data protection and

cybersecurity to ensure business continuity in the event their primary data is maliciously

encrypted or deleted from these increasingly aggressive attacks. With Asigra, all files are scanned

in real-time with signature-less malware detection engines, isolating malicious code and alerting

administrators of infection and preventing threats from penetrating backup and replication

streams using sophisticated ransomware detection engines.

http://www.einpresswire.com


In addition to direct assaults on backup data, Asigra Cloud Backup with Deep MFA also protects

MS Office 365 against a new wave of immutability subversion attacks using step-up or Deep

Multi-Factor Authentication (Deep MFA) as users access sensitive application controls. Deep MFA

protects critical functions within the software that could compromise a recovery through

corruption of policy settings or the backup data directly.

“The combination of Microsoft Office 365 with Asigra's latest generation software gives managed

service providers and their business customers the tools required to protect recovery data as

ransomware enters the network," Eran Farajun, EVP, Asigra, Inc. "For cloud/SaaS apps like MS

Office 365, the customer's backup is the last line of defense in cases where an attack has

occurred. Only a sophisticated anti-ransomware suite is capable of identifying and quarantining

malicious ransomware code while preventing infiltration into backup controls to ensure data is

well-defended."

For a demonstration of this enhanced data protection suite, please contact

umair.sattar@asigra.com or visit https://www.asigra.com/contact-us to schedule.

Tweet This: @Asigra Brings Cloud Backup with Enhanced Ransomware Defense for Microsoft

Office 365 – https://bit.ly/2N04LHu

Additional Resources:

•	Hear what service providers have to say about working with Asigra:

https://www.asigra.com/partnership.

•	Follow Asigra on Twitter at:  http://twitter.com/asigra

•	View the enhanced features of the Asigra Hybrid Cloud Partner Program at:

https://www.crn.com/slide-shows/cloud/300101651/2018-partner-program-guide-5-star-cloud-

vendors-part-1.htm/pgno/0/7

About Asigra

Trusted since 1986, Asigra technology is proudly developed in and supported from North

America, providing organizations around the world the ability to quickly recover their data from

anywhere through a global network of IT service providers. As the industry’s most

comprehensive data protection platform for servers, virtual machines, endpoint devices,

databases and applications, SaaS and IaaS based applications, Asigra lowers the total cost of

ownership, reduces recovery time objectives, and eliminates silos of backup data by providing a

single consolidated repository with 100% recovery assurance and anti-ransomware defense. The

company has been recognized as a three-time Product of the Year Gold winner by TechTarget for

Enterprise Backup and Recovery Software and positioned well in the market by analysts. More

information on Asigra can be found at www.asigra.com.
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Contact Asigra

Call 877-736-9901 or email info@asigra.com

Umair Sattar

Asigra, Inc.

+1 877-736-9901

email us here

This press release can be viewed online at: https://www.einpresswire.com/article/532798620
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