
AV-Comparatives says that the Colonial
Disaster could have been prevented with
Endpoint Security and  Patch Management

AV-Comparatives Tested Enterprise Vendors 2021

AV-Comparatives has recently released

the results of its Enterprise Main-Test

Series. This factsheet report comprises of

the findings of the first halfyear 2021

INNSBRUCK, TYROL, AUSTRIA, May 17,

2021 /EINPresswire.com/ -- Acclaimed

independent security software testing

platform, AV-Comparatives has

recently released the results of its

Enterprise Endpoint Protection (EPP) Main-Test Series. This factsheet report comprises of the

findings of the Enterprise Malware Protection Test and Enterprise Real-World Protection Test. 

By using one of those

Enterprise Security

Solutions and proper patch

management the Colonial

Ransomware Disaster could

have been prevented. It is

important to keep your

systems protected and

patched.”

Peter Stelzhammer, co-

founder of AV-Comparatives

By using one of those Enterprise Security Solutions and

proper patch management the Colonial Ransomware

Disaster could have been prevented easily. The use of

security solutions is almost always cheaper than the cost

of a successful attack, in this case USD 5 million.

Continuing its impressive work, AV-Comparatives is

pleased to announce the release of a new report based on

the company’s recently conducted Enterprise Main-Test

Series. This test series is dedicated to Enterprise products,

and the just released factsheet contains the results of the

Enterprise Malware Protection Test and Enterprise Real-

World Protection Test. Company sources revealed that the

complete report with the Performance Test and product

reviews will be published in July. 

As part of its Enterprise Main-Test Series, AV-Comparatives evaluated as many as 19 enterprise

products under Windows 10 64-bit. The products tested are: 

http://www.einpresswire.com
https://www.av-comparatives.org/enterprise/
https://www.av-comparatives.org/enterprise/
https://www.av-comparatives.org/enterprise/
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AV-Comparatives - Colonial desaster could have been

prevented easily

Logo AV-Comparatives

•	Acronis Cyber Protect Cloud with

Advanced Security pack

•	Avast Enterprise Antivirus Pro Plus

•	Bitdefender GravityZone Elite

•	Cisco Secure Endpoint Essentials

•	CrowdStrike Falcon Pro

•	Cybereason Enterprise

•	Elastic Security

•	ESET PROTECT Entry with ESET

PROTECT Cloud

•	FireEye Endpoint Security

•	Fortinet FortiClient with EMS,

FortiSandbox & FortiEDR

•	G Data Endpoint Protection

Enterprise

•	K7 Enterprise Security Advanced

•	Kaspersky Endpoint Security for

Enterprise – Select, with KSC

•	Malwarebytes EDR

•	Microsoft Defender Antivirus with

Microsoft Endpoint Manager

•	Panda Endpoint Protection Plus on

Aether

•	Sophos Intercept X Advanced

•	Vipre Endpoint Cloud

•	VMware Carbon Black Cloud

Endpoint Standard

“In Enterprise environments and with

Enterprise products in general, it is

usual for products to be configured by

the system administrator, in

accordance with vendor’s guidelines,

and so we invited all vendors to

configure their respective products.

Only a few vendors provide their

products with optimal default settings

which are ready to use and did

therefore not change any settings.”

said AV-Comparatives co-founder Peter

Stelzhammer. 

The report provides a brief overview of

the results of the Enterprise Real-World



Protection Test run carried out in March and April 2021. A test set consisting of 373 test cases

(such as malicious URLs) was used to arrive at the results. 

The Malware Protection Test was conducted to evaluate a security program’s ability to protect a

system against infection by malicious files before, during or after execution. 1,008 recent

malware samples were used for this test. A false alarm test with common Enterprise software

was also performed. All tested products had zero false alarms on common Enterprise software.

To access the just published test results from AV-Comparatives, please visit https://www.av-

comparatives.org

About AV-Comparatives: 

AV-Comparatives is an independent organisation offering systematic testing to examine the

efficacy of security software products and mobile security solutions. Using one of the largest

sample collection systems worldwide, it has created a real-world environment for truly accurate

testing. AV-Comparatives offers freely accessible results to individuals, news organisations and

scientific institutions. Certification by AV-Comparatives provides a globally recognised official seal

of approval for software performance.
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This press release can be viewed online at: https://www.einpresswire.com/article/541051496

EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors

try to be careful about weeding out false and misleading content. As a user, if you see something

we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,

Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable

in today's world. Please see our Editorial Guidelines for more information.
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