
Ransomware attacks continue increasing: 20%
of all reported attacks occurred in the last 12
months – new survey

Cyber attacks are happening more frequently.

Hornetsecurity’s study shows that 6 in 10

attacks originated from phishing, 14%

resulted in lost data and 1 in 4 IT pros are

wrong about Microsoft 365 security.

LONDON, UNITED KINGDOM,

September 26, 2022 /

EINPresswire.com/ -- Nearly a quarter

of businesses have suffered a

ransomware attack, with a fifth

occurring in the past 12 months,

according to the latest annual report

from cybersecurity specialist

Hornetsecurity.

The 2022 Ransomware Report, which surveyed over 2,000 IT leaders, revealed that 24% have

been victims of a ransomware attack, with one in five (20%) attacks happening in the last year.

Attacks on businesses are

increasing, and there is a

shocking lack of awareness

and preparation by IT pros.

Our survey shows that many

in the IT community have a

false sense of security. ”

Daniel Hofmann,

Hornetsecurity CEO

Cyber attacks are happening more frequently. Last year’s

ransomware survey revealed one in five (21%) companies

experienced an attack; this year it rose by three percent to

24%.

Hornetsecurity CEO, Daniel Hofmann said: “Attacks on

businesses are increasing, and there is a shocking lack of

awareness and preparation by IT pros. Our survey shows

that many in the IT community have a false sense of

security. As bad actors develop new techniques,

companies like ours have to do what it takes to come out

ahead and protect businesses around the world.”

Microsoft 365 users targeted by attackers

http://www.einpresswire.com
https://www.hornetsecurity.com/en/


The 2022 Ransomware Report highlighted a lack of knowledge on the security available to

businesses. A quarter (25%) of IT professionals either don’t know or don’t think that Microsoft

365 data can be impacted by a ransomware attack.

Just as worryingly, 40% of IT professionals that use Microsoft 365 in their organization admitted

they do not have a recovery plan in case their Microsoft 365 data was compromised by a

ransomware attack.

Hofmann added: “Microsoft 365 is vulnerable to phishing attacks and ransomware attacks, but

with the help of third-party tools, IT admins can back up their Microsoft 365 data securely and

protect themselves from such attacks.”

Lack of business preparedness

Industry responses showed the widespread lack of preparedness from IT professionals and

businesses. There has been an increase in businesses not having a disaster recovery plan in

place if they do succumb to the heightened threat of a cyber attack. 

In 2021, 16% of respondents reported having no disaster recovery plan in place. In 2022, this

grew to 19%, despite the rise in attacks.

The survey also showed that more than one in five businesses (21%) that were attacked either

paid up or lost data. Hackers have an incentive to run these ransomware attacks because there’s

a decent chance that they’ll get a payday - 7% of IT professionals whose organization was

attacked paid the ransom, while 14% admitted that they lost data to an attack.

Hofmann concluded: “Interestingly, 97% of pros are moderately to extremely confident in their

primary protection method, even if they don’t use many of the most effective security measures

available, such as immutable storage and air-gapped off-site storage. This tells us that more

education is needed in the field, and we’re committed to this cause.”

Read more about Hornetsecurity's Ransomware Attacks Survey.

Next steps for IT Pros

These findings will directly influence an educational webinar on the 5th of October, Ransomware

Attack Survey: One Year Later. Colin Wright, Hornetsecurity VP of EMEA and Andy Syrewicze,

Microsoft MVP will break down the results of this survey and explore the current trends, threats,

and news from the industry. Register for the ransomware attack webinar here.

– ENDS –

https://www.brighttalk.com/webcast/19654/557747?utm_source=Hornetsecurity


Notes to editors:

About Hornetsecurity

Hornetsecurity is a leading global email cloud security and backup provider, which secures

companies and organizations of all sizes across the world. Its award-winning product portfolio

covers all important areas of email security, including spam and virus filtering, protection against

phishing and ransomware, legally compliant archiving and encryption — as well as email,

endpoint and virtual machine backup, replication, and recovery. Its flagship product is the most

extensive cloud security solution for Microsoft 365 on the market.  With more than 400

employees in 12 regional offices, Hornetsecurity is headquartered in Hanover, Germany and

operates through its international network of 8,000+ channel partners and MSPs and its 11

redundant, secured data centers. Its premium services are used by 50,000+ customers including

Swisscom, Telefónica, KONICA MINOLTA, LVM Versicherung, and CLAAS.

Please contact us on press@hornetsecurity.com.
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