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New Report Examines Holiday Season Cyber
Threat Trends in Retail and Hospitality

Return fraud and gift card fraud are key

areas of concern for retailers during the RETAIL & HOSPITALITY
holiday season. ISAC

VIENNA, VA, UNITED STATES, November
7, 2022 /EINPresswire.com/ -- The
Retail & Hospitality Information
Sharing and Analysis Center (RH-ISAC)
today released its Holiday Season
Cyber Threat Trends report, which
examines the threat landscape facing
the retail and hospitality sector during
the holiday season, typically the
busiest time of year for these
industries.

| HOLIDAY SEASON
According to the report, QakBot, CYBER THREAT TRENDS

Emotet, Agent Tesla, and Dridex are
likely to continue as the most prevalent
malware tools leveraged by threat
actors for the 2022 holiday season.
Additionally, phishing and fraud remain critical concerns, with return fraud and gift card fraud
increasing dramatically in the current period. Organizations are seeing an increase in the
prevalence of credential harvesting attempts, especially leveraging social engineering tactics.

Holiday Cyber Threat Trends Report

The report includes perspectives from key subject matter experts at leading consumer-facing
organizations who provided insights into their organization’s holiday season cybersecurity
measures. The report also features an analysis of the threat trends reported by the RH-ISAC
member community for the 2020 and 2021 holiday seasons to provide a historical perspective.
Additionally, RH-ISAC associate member Flashpoint provides perspective on the current holiday
season threat landscape based on their research and data.

Download a copy of the report here. This report is a TLP: White redacted version of the original
report, which includes privileged information available to RH-ISAC members.
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This press release can be viewed online at: https://www.einpresswire.com/article/599979914

EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors
try to be careful about weeding out false and misleading content. As a user, if you see something
we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,
Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable
in today's world. Please see our Editorial Guidelines for more information.
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