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A Summer Breeze of Security News from AV-
Comparatives

The summer is hot but here is a breeze of security news to cool you
down. We have been busy during the summer months, and here are the
news:

INNSBRUCK, TIROL, AUSTRIA, August 28, 2023 /EINPresswire.com/ --
The summer is hot but here is a breeze of security news to cool you
down. We have been busy during the summer months, and here
are the news:

Data transmission in consumer security products Logo AV-Comparatives
Get your deep insights from the recent data collection and sharing

practices of consumer anti-virus products In an age of increasing

concerns about data security and privacy, Internet users are becoming more cautious about who
has access to their personal information and how it is utilized. These concerns extend to
computer security software, which often requires some level of data sharing to effectively
protect users from malware.

Full text: https://www.av-comparatives.org/data-transmission-in-consumer-security-products/

Origin & Evolution: An In-Depth Exploration of Advanced Persistent Threat (APT) Groups

This blog post explores the identification of APT (Advanced Persistent Threat) Groups and their
attribution in cyber-attacks. Furthermore, it delves into the intriguing scarcity of groups
originating from Western countries.

Full text: https://www.av-comparatives.org/origin-evolution-an-in-depth-exploration-of-
advanced-persistent-threat-apt-groups/

Read about the side-effects of speed optimization

Finding the right balance between real-time malware detection and performance is challenging.
Anti-virus vendors optimize their respective products in various ways to reduce the impact on
system performance.

Full text: https://www.av-comparatives.org/the-balance-between-performance-low-speed-
impact-and-real-time-detection-enterprise-products/
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NGFW Egress C2 Test: Assessing the Effectiveness of Outgoing Network Traffic Prevention and
Detection Capabilities

In June 2023, AV-Comparatives conducted an NGFW Egress C2 Test to evaluate the effectiveness
of NGFW products in detecting and preventing malicious traffic. This test focused on the
effectiveness using various communication channels and protocols such as TCP, HTTP, DNS, etc.
As none of the products submitted in 2023 for this NGFW Egress C2 certification passed the test,
we will offer this test again next year.

Full Text: https://www.av-comparatives.org/ngfw-egress-c2-test-assessing-the-effectiveness-of-
outgoing-network-traffic-prevention-and-detection-capabilities/

Decreasing false alarms in enterprise security products

From time to time, enterprise users send us false-positives samples that they have encountered
themselves. Some of these might be used in our false-positives test and thus also contribute to
improvements. Enterprise users can submit confirmed FPs online:

Full text: https://www.av-comparatives.org/decreasing-false-alarms-in-enterprise-security-
products/
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This press release can be viewed online at: https://www.einpresswire.com/article/652440042

EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors
try to be careful about weeding out false and misleading content. As a user, if you see something
we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,
Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable
in today's world. Please see our Editorial Guidelines for more information.
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