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Malware Trends Report from ANY.RUN: Q3
2023

DUBAI, DUBAI, UNITED ARAB
EMIRATES, October 10, 2023
/EINPresswire.com/ -- ANY.RUN, a
cybersecurity company developing an
interactive sandbox analytical platform
for malware researchers. ANY.RUN
processes hundreds of thousands of
tasks each month. This allows us to
offer timely insights into the latest
threats and developments within the
cybersecurity space.

Here are some highlights from the
Malware Trends Report in Q3 2023:
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*In Q3 2023, the top three most
uploaded types of malware were
Loader, Stealer, and RAT, showing a
shift in the landscape compared to Q2 2023, where RAT, Loader, and Trojan were the leaders.

* In a noteworthy trend, Ransomware moved to the fourth position with 3283 instances, but it's
Trojan that experienced the most dramatic decrease among the previous top three, dropping
from 4246 in Q2 to 2426 this quarter, a decline of 42.9%.
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In Q3 2023, the top malware families were RedLine, AgentTesla, and NjRAT.

* RedLine, although still the most prevalent, saw a notable drop in instances, decreasing 32.3%
from 3415 in Q2 to 2312 this quarter.

*+ AgentTesla catapulted into the second spot with 1542 instances, replacing Remcos, which
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moved down to the fourth position with 772 instances—a drop of 43.6% from 1368 in Q2.

* NjRAT remains in the top three but witnessed a minor decline in instances, decreasing from
1142 in Q2 to 1092 in Q3, a 4.4% reduction.
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1. T1036.005, Masquerading: Match Legitimate Name or Location.
2.T1518.001, Software Discovery: Security Software Discovery.

3. T1569.002, System Services: Service Execution.

4.T1059.003, Command and Scripting Interpreter: Windows Command Shell.
5.T1059.001, Command and Scripting Interpreter: PowerShell.

At ANY.RUN we understand the importance of cybersecurity in today's digital landscape. Our
team of experts is dedicated to providing cutting-edge cybersecurity solutions to help
organizations stay protected against evolving threats.

Read our article for more information on the latest malware trends in Q3 2023.
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