
ANY.RUN Now Automatically Extracts
Malicious Links from QR Codes

DUBAI, UNITED ARAB EMIRATES,

November 14, 2023 /

EINPresswire.com/ -- ANY.RUN, a cloud-

based malware sandbox, today

announced the launch of a new feature

that automatically detects and analyzes

QR codes, extracting their content. This

feature helps security analysts identify

and examine malicious payloads

embedded within QR codes. 
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Threat actors are increasingly turning

to QR codes as a new method to

deliver malware to unsuspecting

victims in a tactic known as "quishing."

This surge in quishing campaigns over

the past two months has highlighted

the limitations of traditional security solutions, which often lack the capability to detect malicious

content embedded within QR codes. 
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When a QR code is submitted to the ANY.RUN sandbox, the platform automatically extracts the

embedded URL and allows the user to open it in a safe virtual machine environment, enabling

them to see where the QR code leads without having to manually decode it. 

The sandbox also saves the QR code image to the desktop of the virtual machine, where it can

be further analyzed using ANY.RUN's static analysis tools. This can provide additional clues about

the QR code's purpose and potential maliciousness. 
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http://www.einpresswire.com
https://any.run/?utm_source=einpresswire&amp;utm_medium=pressrelease&amp;utm_campaign=qr&amp;utm_content=landing&amp;utm_term=141123
https://any.run/cybersecurity-blog/qr-extractor/?utm_source=einpresswire&amp;utm_medium=pressrelease&amp;utm_campaign=qr&amp;utm_content=blog&amp;utm_term=141123
https://any.run/cybersecurity-blog/qr-extractor/?utm_source=einpresswire&amp;utm_medium=pressrelease&amp;utm_campaign=qr&amp;utm_content=blog&amp;utm_term=141123


ANY.RUN is a cloud-based malware sandbox that helps security teams investigate incidents and

streamline threat analysis. The platform is used by over 300,000 professionals worldwide and

analyzes thousands of malicious files and links daily.
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EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors

try to be careful about weeding out false and misleading content. As a user, if you see something

we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,

Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable

in today's world. Please see our Editorial Guidelines for more information.
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