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The need for collaborative approaches, cross-sectoral

strategies, and international cooperation has become

more crucial than ever.

Cyber Frontiers: The New Battleground of

National Security and International Law

LOS ANGELES, CALIFORNIA, UNITED

STATES, December 12, 2023

/EINPresswire.com/ -- As we approach

the close of 2023, in an era defined by

technological leaps, escalating

geopolitical tensions, and increasing

reliance on digital systems, cyber

attacks has become a critical

consideration of national security

strategies. Adriana Sanford, Founder of

Data Privacy Law, LLC, emphasizes the

necessity for international cooperation,

well-defined legal norms, and the

harmonization of global privacy laws to

safeguard a stable and secure digital

future for all nations. 

Recent incidents have vividly illustrated

the profound impact of cyber warfare.

From hacktivist disruptions to state-

sponsored assaults, the consequences

reverberate worldwide. Notable

examples include the People's Cyber

Army disrupting the Ukrainian State

Nuclear Power Company, Russian

military outages in Ukraine, Chinese

cyber espionage for trade secrets, and

cyber-attacks targeting critical U.S.

infrastructure. Meanwhile, a

ransomware breach compromised

Canadian data, and disinformation
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campaigns left their mark on Canadian

politics. According to Jonathan Meyer,

serving as the National Security

Committee Co-Chair of the American

Bar Association (ABA), International

Law Section, the concerns surrounding

asymmetric warfare, with its intricate

links to terrorist groups further

compound the challenges presented

by cyber threats.

In the realm of international law and

this ever-evolving security landscape,

the question of justifiable self-help

measures in response to cyber threats stands as a pressing issue. It is incumbent upon states to

shoulder the responsibility of enforcing cybersecurity measures and pursuing legal action

against hackers and hacker groups that employ ransomware and other malicious tools from

their territorial jurisdiction. Yet, a notable quandary emerges: might third parties invoke the

The rising threat of

cyberattacks, whether state-

backed or independent,

demands a reexamination

of our legal frameworks

regarding attribution,

response, and sovereignty.”

Adriana Sanford, Founder of

Data Privacy Help, LLC

concept of 'self-help' under Article 51 of the UN Charter if a

cyber-attack escalates in scale and effect to constitute an

armed attack under international law? This question gains

further complexity when considering scenarios where a

state, whether due to unwillingness or incapacity, fails to

prevent harmful cyber activities originating within its

borders, prompting the victim state to contemplate self-

help measures, either unilaterally or in collaboration with

other international actors.  

Experts from various fields underscore the urgency of

addressing the ever-evolving threat landscape. Robert

Anderson, CEO of Telecom4Good, emphasizes that the evolving dynamics of cyber threats

profoundly impact not only national security but also on the functioning of global nonprofits,

highlighting the need for effective crisis management strategies. Joseph Pochron, Managing

Director of Digital Forensics at EY, points out that cyber warfare, much like traditional warfare,

inflicts collateral damage. Frequently, the targets of such attacks are private industries,

particularly those operating in high-value sectors. In this context, private industry finds itself

involuntarily thrusted onto the battlefield. Arlene Yetnikoff, Chief Information Security Officer for

the California Institute of Technology (Caltech), underscores the growing and multifaceted threat

posed by cyber malware and other digital menaces. These threats encompass a wide spectrum,

from sophisticated state-sponsored cyber-attacks to independently orchestrated malware and

ransomware campaigns. They can not only endanger national security, but also jeopardize

corporate data integrity and personal privacy. The consequences range from disrupting critical

https://telecom4good.org


infrastructure to manipulating information systems and causing widespread damage to both

digital and physical assets. Building upon this foundation, Joe Vadakkan, President of the

Southwest Chapter of the Cloud Security Alliance (CSA), further highlights the indispensable role

of international partnerships, making international collaboration not just beneficial, but

essential. 

Consistently, industry leaders and renowned experts stress the urgent need for collaborative

innovation across sectors. Jonathan Meyer calls for an international conference on cyber

conflicts, harmonizing global privacy laws and security measures. This assembly would aim to

bring together world leaders, security experts, and key stakeholders to foster a dialogue on

developing comprehensive strategies to clarify legal norms, address sovereignty and

engagement rules, and build upon the Tallinn Manual, a non-binding academic study, to enhance

global cooperation and governance. Cleve Adams, Managing Partner at Trestles Group, stresses

the vital importance of international law evolving in tandem technology. In today's

interconnected world, where threats can originate from any corner of the globe, Adams

highlights the necessity for adaptability and collaboration.

*          *          *

DATA PRIVACY HELP, LLC

Data Privacy Help, LLC, founded by Adriana Sanford, specializes in managing reputational risk

and crisis response. Sanford, an expert in regulatory compliance, international privacy laws, and

sector-specific standards, focuses on global security challenges and legal consequences of non-

compliance.  She is currently a Senior Research Fellow at Claremont Graduate University and

serves remotely as Of Counsel with the Chilean law firm of Puga Ortiz Abogados. Sanford earned

a JD from Notre Dame Law School and a dual law degree in international comparative law and

taxation from Georgetown University Law Center.  Fluent in four languages and proficient in two

more, along with extensive international experience, she adeptly navigates intricate cross-border

challenges with a global perspective.

SPONSORS & PROUD SUPPORTERS

CLAREMONT GRADUATE UNIVERSITY (CGU)

Claremont Graduate University, founded in 1925, is a private, all-graduate research university

and part of the Claremont Colleges consortium. Its Center for Information Systems & Technology

(CISAT) trains professionals and educators for leadership in Information Systems & Technology.

CLOUD SECURITY ALLIANCE (CSA)

Founded in 2008, Cloud Security Alliance leads the industry in offering cloud security-specific

research, education, certification, events and best practices.

https://dataprivacyhelp.com


INTERNATIONAL ENFORCEMENT LAW REPORTER (IELR)

Since September 1985, the International Enforcement Law Reporter has analyzed the premier

developments in both the substantive and procedural aspects of international enforcement law.

Read by practitioners, academics, and politicians, the IELR is a valuable guide to the difficult and

dynamic field of international law.

SECURITY INNOVATION

Security Innovation, a leader in software security since 2002, stands as a vanguard in providing

expert assessments and hands-on training products for securing software across various

platforms. Contact CEO Ed Adams at eadams@securityinnovation.com

www.securityinnovation.com

PUGA ORTIZ ABOGADOS

Established in 1925, Puga Ortiz is a top-tier, highly specialized law firm, widely regarded as one of

the most prominent legal firms in Chile.

TELECOM4GOOD

Founded in 2015 by Robert Anderson, Telecom4Good provides affordable technology, notably

internet access, to nonprofits and NGOs globally.
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