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The Key Malware Trends in Q4, 2023, Report
by ANY.RUN

DUBAI, UNITED ARAB EMIRATES,
December 27, 2023 /
EINPresswire.com/ -- ANY.RUN, a cloud-
based sandboxing service, today
released its Q4 2023 malware trends
report. The report provides insights
into the most prevalent malware types,
families, and TTPs observed in the
fourth quarter of 2023.

The results are based on the analysis
of 748,298 files and links submitted by
users to ANY.RUN's public threat
database in Q4 2023.
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+ Stealers were discovered to be the
most prevalent malware type in Q4
2023, as they experienced a 22.8%
increase in instances from the Q3
results.

+ Coming in the second spot, loaders saw a 23.4% decline in Q4 compared to Q3.

« Ransomware claimed the third place, with a slight increase from Q3 to Q4, followed by RATs
and Trojans which both have seen significant declines in popularity.
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In the last quarter of 2023, Agent Tesla became the most common type of malware, taking over
the top spot from RedLine.

+ Agent Tesla had 1,769 instances in Q4, which was a 16% increase from 1,524 in Q3.

*+ RedLine, which was the most prevalent malware in Q3, dropped to second place with 1,586
instances in Q4, a 31% decrease from 2,312 in Q3.

« Remcos jumped to third place with 1,081 instances in Q4, a 40.0% increase from the 772
instances in Q3.
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* In Q4 2023, the technique T1036.005 decreased from 151,442 cases in Q3 to 98,578 in Q4 yet
remained the most common one among attackers.

+ Security Software Discovery (T1518.001) also saw a big decrease, cutting down from 108,077 to
53,690 instances.

+ T1059.001, Command and Scripting Interpreter: PowerShell, increased from 7,715 instances in
Q3 to 9,860 instances in Q4, suggesting that PowerShell is being increasingly used for malicious
activities.

Learn more in ANY.RUN's blog post.
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EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors
try to be careful about weeding out false and misleading content. As a user, if you see something
we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,
Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable
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