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ANY.RUN Unveils Automated Interactivity and
Updated YARA Rules

DUBAI, UNITED ARAB EMIRATES,
December 28, 2023 /
EINPresswire.com/ -- ANY.RUN, a cloud-
based malware analysis sandbox,
today announced the release of new
features and updates for December
2023. The most notable addition is
Automated Interactivity (Al), which
employs machine learning to automate
repetitive tasks and enhance malware
analysis operations.
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ANY.RUN'’s new Al capability mimics
human actions during malware
analysis. It automatically navigates
through setup forms, CAPTCHAs,
installation windows, and other
scenarios requiring human intervention, allowing users to reduce their involvement in the
analysis process. The feature is enabled by default for API tasks and can be turned on or off for
web-based tasks.
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ANY.RUN's Suricata rules have been expanded, providing users with more granular information
when a detection occurs. This includes identifying the affected traffic segment, detailing the
relevant fields, and often viewing the rule itself within the interface.

This enhanced transparency allows users to better understand each detection and apply the
rules in their own incident investigations.
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ANY.RUN has added new signatures to detect various activities within the task. These rules cover
the following malware families:

+ WA4SP Stealer

* Klippr

*+ OriginBotnet

+ DarkGate

* Icedld
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In addition to the new YARA rules, ANY.RUN has also added multiple new Suricata signatures.
Here's a breakdown of the additions:

+ Stealers: Detection for AxileStealer, an updated version of Vidar, and AlbumStealer.

+ Backdoors: Detection for GhOstRat's encrypted DLL, which can be hidden within JPEG files.

* Loaders: Updated signature for DarkGate, which altered its activities following ANY.RUN's
Twitter post on its new techniques. Additionally, signatures for Pikabot and QakBot have been
added.

*+ Proxy: Detection for GoProxy.

+ Ransomware: Detection for DirCrypt.

Learn more details in ANY.RUN's blog post.
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This press release can be viewed online at: https://www.einpresswire.com/article/677773478

EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors
try to be careful about weeding out false and misleading content. As a user, if you see something
we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,
Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable
in today's world. Please see our Editorial Guidelines for more information.
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