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TechBehemoths research: over 33% of IT
companies face cybersecurity attacks, and
40% face various consequences

TechBehemoths conducted a global
survey from January 15-22, 2024, which
aimed to investigate the cybersecurity
awareness and practices of IT companies
worldwide

LONDON, UK, UNITED KINGDOM,
February 14, 2024 /EINPresswire.com/
-- TechBehemoths, the leading
platform for matching projects with IT
companies, conducted a global survey
from January 15-22, 2024, which aimed
to investigate the cybersecurity

awareness and practices of IT
companies worldwide.

The survey covered various industries
and company sizes and received
insights from 1,585 IT companies in 62
countries.

The survey showed that almost 50% of
companies had a dedicated
cybersecurity team, with larger
companies more likely to have
established cybersecurity staff.

The top three threats of concern in
cybersecurity are:

- data breaches (75.1%)

- phishing attacks (69.7%)

- malware and ransomware (70%)
Insider threats (26.2%) and loT attacks
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Measures to Protect Companies' Data and Systems

Firewalls

Anti-virus and Malware
Protection

Data Encryption

Intrusion detection &
prevention systems

Patch management and
vulnerability scanning

Security incident
response plan

Password management

Two-factor
authentication(2FA)

Third-party vendor
security

Virtual private network
(VPN)
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(17.4%) are the least worrisome threats on the list.
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https://techbehemoths.com/
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What Are Your Biggest Challenges in Maintaining Good Cybersecurity
Practices?
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maintaining good cybersecurity practices

To protect their data and systems,

companies implement various

cybersecurity measures. 80% of surveyed companies found their current security measures
effective with no data indicating complete inefficiency.

The survey shows that to stay informed about cybersecurity threats most companies rely on the:

- cybersecurity experts (59.7%)
- industry news (64.9%)
- free online resources (59.7%).

Among the top security measures adopted by companies is
- two-factor authentication (2FA) at 89%

- anti-virus and malware protection (82.60%)

- firewalls (82.40%)

- password management (78.50%)

On the other hand, companies that do not pay enough attention to the security of external
partners (30.90%), and not everyone uses VPNs (47.60%), which can make the organization
vulnerable to potential risks.

Maintaining good cybersecurity practices is not easy. The survey identified the biggest security
challenge as human factors (31.7%), followed by resource constraints (15.5%), which can include
a lack of budget, staff, or response expertise.

In light of these challenges, the survey revealed clear priorities for improving cybersecurity
resilience.



The most important areas for improvement are employee training and education, with half (50%)
recognizing the crucial role employees play in mitigating cyber risks. Data reveals that 69.10% of
surveyed companies provide regular cybersecurity awareness training for employees, with
12.60% offering it monthly, 24.60% quarterly, and 31.90% yearly.

Other key priorities are regular software updates(10.8%), incident response planning (7.7%), and
multi-factor authentication (7.2%).

According to the survey, the majority of respondents have confidence that their organization is
aware of cyber security threats, with almost 73% believing that cyber security is essential for
their company's success.

TechBehemoths' survey underscores the need for continued vigilance in cybersecurity practices
to protect businesses around the world.

What is TechBehemoths?

TechBehemoths is a German-made platform that connects projects with reputable IT service
providers from all over the world. As of today, there are 43000 listed companies from 145
countries.
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