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ANY.RUN Discovers STRRAT and VCURMS
Trojans on GitHub and AWS Servers

DUBAI, DUBAI, UNITED ARAB
EMIRATES, March 26, 2024
/EINPresswire.com/ -- ANY.RUN, a
cloud-based malware sandbox,
discovers a new phishing campaign
that deploys STRRAT and VCURMS
Remote Access Trojans through a
malicious Java-based downloader. A
unique aspect of this campaign is the
storage of malware files on AWS and
Github platforms, utilizing commercial
protection to obscure their malicious
nature — and researchers can observe
this behaviour in ANY.RUN interactive
malware sandbox.

STRRAT, a Java-based RAT, acts as a
keylogger primarily targeting browser
and application credentials.
Meanwhile, VCURMS, potentially linked
to the Rude Stealer malware, extracts system data and credentials from various applications
including Discord and Steam, and has the capability to upload additional modules for enhanced
information theft.

The attack chain starts with phishing emails, where hackers urge recipients to verify payment
information in a maldoc. Victims unwittingly download a malicious JAR file masked as a payment
invoice. This JAR file further deploys the VCURMS and STRRAT trojans, initiating a potentially
devastating breach.

Cybersecurity professionals can find samples of this campaing in ANY.RUN's Threat Intelligence
Lookup portal, using the following query: 'RuleName:"strrat" AND DomainName:"github.com™'.
Then, analysts can analyze samples of the campaign, confirm reported behavior, and extract
IOCs and malware configurations from memory in ANY.RUN sandbox.


http://www.einpresswire.com
https://any.run/?utm_source=ein&amp;utm_medium=pressrelease&amp;utm_campaign=strrat&amp;utm_content=blog&amp;utm_term=260324

More information and examples in ANY.RUN's article.
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EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors
try to be careful about weeding out false and misleading content. As a user, if you see something
we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,
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