
Key Q1 2024 Malware Trends: Report from
ANY.RUN Sandbox

DUBAI, DUBAI, UNITED ARAB

EMIRATES, April 16, 2024

/EINPresswire.com/ -- ANY.RUN, the

leading provider of an interactive

malware analysis sandbox, released its

latest quarterly report, detailing the

key trends and developments in the

cybersecurity landscape during the

first quarter of 2024. 

Key highlights from the report include:

ᵼ�. ᵀ�ᵁ�ᵂ�ᵃ�ᵁ�ᵂ�ᵁ� ᵁ�ᵃ�ᵂ�ᵁ�ᵂ�:

● Stealers continued to be the most

detected category, with 5,799

instances. 

● RAT detections surged, doubling from

2,444 in Q3 2023 to 4,956 in Q1 2024,

and becoming the second most prevalent threat type. 

● Loader detections remained relatively stable, with 4,770 instances in Q1 2024 compared to

4,752 in Q3 2023. 

● Ransomware gained popularity, moving into fourth place with 4,065 detections, a 21.9%

increase from the previous quarter. 

ᵽ�. ᵀ�ᵁ�ᵂ�ᵃ�ᵁ�ᵂ�ᵁ� ᵀ�ᵁ�ᵂ�ᵂ�ᵂ�ᵂ�ᵁ�ᵂ�:

● Remcos became the most prevalent malware, with a significant 68.1% increase in instances

compared to Q4 2023. 

● Agent Tesla dropped to second place, showing a slight decrease of 1.7% from the previous

quarter. 

● NjRAT and AsyncRAT made significant jumps in the rankings, with increases of 96.6% and

116.7% respectively. 

http://www.einpresswire.com
https://any.run/?utm_source=ein&amp;utm_medium=pressrelease&amp;utm_campaign=q1&amp;utm_content=landing&amp;utm_term=160424


● RedLine experienced a substantial decline, falling from second to fifth place with a 55.1%

decrease in instances. 

ᵽ�. ᵀ�ᵀ�ᵁ�ᵁ�ᵀ� ᵀ�ᵁ�ᵁ�&amp;ᵀ�ᵀ� ᵁ�ᵁ�ᵁ�ᵂ�ᵂ�ᵂ�ᵂ�ᵂ�ᵁ�ᵂ�:

● T1036.005, Masquerading, experienced a 90.4% reduction, plummeting from 98,578 detections

in Q4 2023 to just 9,469 in Q1 2024. 

● T1114.001, Email Collection, claimed the top spot in Q1 2024 with a 21.0% increase from the

previous quarter. 

● T1497.003, Virtualization/Sandbox Evasion, surged from 8th place in Q4 2023 to 2nd place in

Q1 2024 (a 179.0% increase). 

ᵁ�ᵁ�ᵂ�ᵂ�ᵂ�ᵂ� ᵀ�ᵁ�ᵂ�ᵂ�ᵂ�ᵁ�ᵂ�ᵂ�ᵂ�ᵂ�ᵃ�:

The report is based on the data from 877,212 public analysis sessions conducted in the ANY.RUN

sandbox by users worldwide.  

The full report, including detailed insights and analysis, is available on the ANY.RUN's blog.  

ᵀ�ᵁ�ᵂ�ᵂ�ᵂ� ᵀ�ᵀ�ᵁ�.ᵁ�ᵁ�ᵀ�:

ANY.RUN is a trusted partner for over 400,000 cybersecurity professionals worldwide, offering

interactive sandbox solutions for malware analysis across Windows and Linux systems. With

advanced threat intelligence products, ANY.RUN empowers analysts to detect and respond to

threats faster, safeguarding organizations against evolving cyber risks.
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