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New Redline Stealer Variant Employs Lua
Bytecode and Propagates via GitHub

DUBAI, DUBAI, UNITED ARAB
EMIRATES, May 2, 2024
/EINPresswire.com/ -- A new Redline
Stealer variant was discovered in the
wild. This version uses Lua bytecode to
hide its malicious code and propagates
through Microsoft's official vcpkg
repository on GitHub. Executing a
sample in ANY.RUN sandbox confirms
this behavior.

Lua bytecode makes it harder for
security software to detect the
malware, as Lua is a less common
programming language, and many
security tools may not be equipped to
properly analyze it.

The attackers uploaded a malicious zip
file named 00000.000.0.0.0.000 to the
repository, containing an MSI installer with two executable files and a text file holding the Lua
bytecode.

Analysis of the Lua bytecode is challenging due to obfuscation and the use of Lua's foreign
function interface to call Windows API functions directly, further complicating detection efforts.

The malware uses GitHub to distribute the malicious package. Recently, ANY.RUN highlighted a
phishing campaign using GitHub to distribute STRAAT and VCURMS. In both cases, the
commercial protection of the platform makes it difficult to detect the malicious nature of the
files. These are two isolated instances of GitHub being used to distribute malware.

Redline Stealer remains a widespread malware, ranking as the 5th most frequently detected
family in ANY.RUN's Q1 Malware Trends report.


http://www.einpresswire.com
https://any.run/?utm_source=ein&amp;utm_medium=pressrelease&amp;utm_campaign=newredline&amp;utm_content=landing&amp;utm_term=020524

To protect against this threat, users are advised to exercise caution when downloading files, even
from trusted sources like GitHub. Suspicious files can be analyzed using a sandbox such as
ANY.RUN, which detects and highlights malicious activity using YARA and Suricata rules, as well
as signatures.

For more information on the new Redline Stealer variant, visit the post in ANY.RUN blog.
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EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors
try to be careful about weeding out false and misleading content. As a user, if you see something
we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,
Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable
in today's world. Please see our Editorial Guidelines for more information.
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