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Developer Research: The profile of new ML/AI
developers, 35% of DevOps professionals face

vulnerabilities

The collection of software development
industry reports is complete with new
data on Software Supply Chain
Management and the profile of new
ML/Al developers

MANCHESTER, MANCHESTER, UNITED
KINGDOM, August 5, 2024
/EINPresswire.com/ -- New data: 35%
of DevOps professionals are affected
by vulnerabilities and Python for is the
go-to language for ML/Al developers
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Developers’ most important goals in ML/AI
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technology
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Question wording: What is your most important goal in machine learning, Al, or
data science
% of ML/Al developers (Beginners n=826 | Experienced n=378)

software?

IINTA Profiling of new ML/AI developers | © SlashData | All rights reserved
Who are the developers who just
started their journey in ML/AI
development?

Developers Most important goals in ML/AI

The picture is now complete. SlashData shares the final 2 industry reports on developer trends,
thus completing its 6-report series announced in June.

Today onwards, all reports are available to access on the SlashData Research Space, offering the
latest software developer insights and trends from the 26th Developer Nation survey and
10,000+ developers around the world.

These are the reports just published, along with some highlights and graphs for your readers:
- Profiling of new ML/AI developers

Beginners’ goals in ML/AIl are mainly focused on personal needs and interests, while more
experienced ML/AIl developers are more focused on organisational efficiency and reducing


http://www.einpresswire.com
https://research.slashdata.co/reports?utm_source=EIN_PR_SON263&amp;utm_medium=Son263_PressRelease
https://research.slashdata.co/reports/66ab61cb9b6bb8f408e6a97d?utm_source=EINPR_SoN26_3&amp;utm_medium=SoN26_3

costs.

- Threats in software supply chain
management

The most prevalent software supply

Main software supply chain threats faced by
organisations in the past 12 months

Software vulnerabilities in third-party
libraries or components °
Unstable third-party services or APIs
Unpatched or vulnerable software m
components

chain threats are vulnerabilities found Data breaches or P theft

in third-party libraries and

Supply chain attacks (e.g. dependency
compromise, malicious code injection) °

Ransomware attacks targeting software or
15%

components, affecting 35% of DevOps code repositories

professionals.

The full series is completed by the

Insider threats or malicious employees 15%

Cyber poison attacks (e.g. DNS cache, data) m

Legal or compliance issues (e.g. violation of 13%
open source licences, IP disputes) ©

Unauthorised access to version control
systems or repositories ©

Compromised build and deployment
pipelines 12%

Othe r 4 re po rts p u b I l S h ed Ove r the paSt Compromised container registries and m
images
few weeks:
Question wording: What were the main threats, if any, that your organisation
- H faced related to software supply chain management in the last 12 months?
H OW a nd Why developers engage Wlth % of DevOps professionals working for organisations which faced software

emerging technologies

supply chain security threats in the past 12 months (n=1,045)

- H OW ha p py a re d eve | O pe rs With th ei r IOATA Threats in software supply chain management | © SlashData | All rights reserved

jobs?

- Sizing programming language
communities

- How developers interact with Al
technologies

Main software supply chain threats faced by
organisations in the past 12 months

Attached you will find a selection of key data illustrations to complement the articles.

The most prevalent software
supply chain threats are
vulnerabilities found in
third-party libraries and
components, affecting 35%
of DevOps professionals.”
SlashData Research

Journalists have unrestricted access to these findings
through the SlashData Research Space.

For additional information, attributions or graphics
requests, please contact stathis@slashdata.co

About SlashData
SlashData is the leading analyst firm in the developer
economy, tracking global software developer trends via the

largest, most comprehensive developer surveys worldwide.

Our research helps the top technology firms understand who developers are, what tools are they
using and where they're going next. Developer Nation is SlashData’s flagship research program
with a 83,000+ developer community in over 150 countries across all platforms, technologies

and developer segments
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