ﬁPREsswiRE

New Principled Technologies research study
compares Dell PowerProtect Cyber Recovery

and Rubrik Security Cloud

Based on research, Principled Technologies (PT)
determined that Dell PowerProtect Cyber Recovery can
offer helpful backup and data protection advantages

DURHAM, NORTH CAROLINA, UNITED STATES,
August 13, 2024 /EINPresswire.com/ -- To reduce or
even potentially avoid the increasing costs of a data
breach, some organizations choose to utilize cyber
recovery solutions. An efficient solution can enable
businesses to recover from incidents promptly,
reduce data loss, minimize downtime, and, in the
process, preserve their brand integrity. PT
researched publicly available sources to compare
two competing solutions: Dell PowerProtect Cyber
Recovery (Cyber Recovery) and Rubrik Security
Cloud (RSC). They looked at features and
functionality that customers may find important,
including the recovery vault, scanning technology,
and more.

According to the report, “PowerProtect Cyber
Recovery isolates backup copies of critical data in a
physically air-gapped vault and ensures its
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Bolster your data
protection plan
with a fast-acting,
more robust cyber
recovery solution

Based on our research,
Dell Technologies
PowerProtect Cyber
Recovery can offer
physical isolation for
backup vaults and
deeper scanning for
ransomware
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The e costof 8 attack od almost 20 percent
aver two years to USC $5,23 malion,” Effscient cylber recovery solutions
can help reduce o even avoid these patential costs by enabling
aeganizations wo reoover from incidents prompily, reduce data loss,
rinirvize downtime, and, in tha process, presenve their brand integeity.
Sohutions should pinpaint and restone known good data postattack,
ensuting the organization can sahvage critical data and systems while
hilping 1o minimizg busingss sk and downtime,

Dell PowtrProtect Cybor Recovery (Cybor Ricovery) is suth 3

solution. It helps crganizations peotect their data and applications.
against . ) s,
avonits. This report uses publicly available data to contrast
fundamantal data protection features and functionality of Cybar
Recovery and a compating solution, Rubrik Security Cloud (RSC).
We specifically looked at features and functionality that cyber
ractrsny sohution custemers might find impananat, including the
o vaul, immatability, workload sup scanning technol
receneraliility, and isolation.

Unbie RSC, Cyber Recovery uses 3 malti-copy appeoach, meaning
that after creating backups, it copies thase badkups (o normally, 3
salected subsed) 1o Bolated storage for safeguarding and analysis,
Cyber Recovery comprises several componenss, including one or
mare storage vaults, located either on-premises in a Powerrotect
Data Domain appliance or in the clowd via software-defined Dell APEX
Protection Storage for Public Clowd, In comparison, RSC does nat
ofier local vault options. Cyber Recovery also inchudes CyberSense,

a ully autenated and imegrated intelligent secusity analytics enging
that scans data, files, databases, and images. in the vault for signs of
eactuption frarm 3 ransormwane attack. The CyberSense soution can
scan two imes moee anomaly workloads than the Rusbrik solution,
which could aliow the CyberSense scanning ML imachine kearning)

1o datect the impact of makvare or ather throat attor activity in mare
data, We'll dssect how PowerProtect Cyber Recovery works diéferently
and could be more advantageous for your onganization.

recoverability in the event of a cyberattack. The physical air gap is something Rubrik Secure
Cloud cannot claim—the solution relies on a logical air gap. Cyber Recovery uses ML-based

analytics in CyberSense to assess the integrity of data in the vault and identify clean backup data

for recovery. Rubrik Secure Cloud, in contrast, offers an ML-trained analytics tool that looks for
anomalous user behavior only as opposed to performing deep scans on files. Moreover, the

Cyber Recovery solution offers multiple recovery options, leveraging uncompromised data from

the vault to facilitate an efficient and seamless return to operations. In many cases, the
PowerProtect Cyber Recovery could offer features and advantages that Rubrik Secure Cloud
lacks, thus offering a potentially more secure solution capable of deeper analysis to minimize

downtime and speed recovery.”
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Bolster your data protection plan with
fast-acting, more robust cyber recovery
solution


http://www.einpresswire.com

To learn more, read the report at https://facts.pt/x5n2NgR or see the infographic at
https://facts.pt/TEt2770.

About Principled Technologies, Inc.
Principled Technologies, Inc. is the leading provider of technology marketing and learning &
development services.

Principled Technologies, Inc. is located in Durham, North Carolina, USA. For more information,
please visit www.principledtechnologies.com.
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