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ANY.RUN Publishes In-Depth Analysis on New
Loader Used to Distribute SSLoad Malware

DUBAI, DUBAI, UNITED ARAB EMIRATES, October 7, 2024 /EINPresswire.com/ -- ANY.RUN, a
leading provider of interactive malware analysis solutions, has published an in-depth report on
PhantomLoader, a new loader used to distribute the Rust-based malware SSLoad. This analysis
uncovers advanced techniques used by PhantomLoader in recent attacks to deliver SSLoad,
highlighting its stealthy distribution methods and malware behavior.
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The report dives into the technical nuances of PhantomLoader, which disguises itself as a
legitimate DLL module for antivirus software called 360 Security Total.

Through a detailed walkthrough, researchers explain how this loader decrypts and deploys
SSLoad, a malware known for its evasive tactics.

000 00000000 0000 000 booboooo:

- 00000 00 DOO00DDO0 O0000: Attackers initiate the SSLoad distribution using malicious Word
documents with embedded macros.

-0000000000000'D 000D0DO DODOOO000D: PhantomLoader conceals itself within legitimate DLL
modules, using encryption and self-modifying code to remain undetected.

- 000000'0 000C0-00000000 DOO0D0OOoOo: SSLoad employs anti-debugging and anti-emulation
techniques to evade detection and decrypts Command-and-Control (C2) URLs for
communication.

- 000 00 00000000 bOOO000DO0D 00h0obOoooOoa: Scripts like IDAPython are used to decode and
analyze the malware's encrypted payloads.

- 0000000000 00 00000DD0DO (D0DO): Key 10Cs such as file paths, hashes, and C2 domains are
provided to help analysts strengthen their defenses.

To read the full analysis, visit the ANY.RUN blog.
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ANY.RUN is a trusted interactive malware analysis platform, relied upon by over 500,000
cybersecurity professionals worldwide. It simplifies the analysis of threats targeting Windows
and Linux systems and offers a suite of threat intelligence tools, including TI Lookup, YARA
Search, and Feeds, to enhance incident response and threat detection.
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EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors
try to be careful about weeding out false and misleading content. As a user, if you see something
we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,
Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable
in today's world. Please see our Editorial Guidelines for more information.
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