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AV-Comparatives Enterprise Main Test 2024

AV-Comparatives Tested Cybersecurity Products

Enterprise 2024

Comprehensive testing of top

cybersecurity solutions for businesses,

highlighting robust protection, minimal

false positives, and low system

performance impact

INNSBRUCK, AUSTRIA, October 23,

2024 /EINPresswire.com/ -- AV-

Comparatives, the world-leading

independent cybersecurity testing lab,

has published its latest results from

the Business Main-Test Series. These

tests, conducted between August and

September 2024, evaluated the

protection, false alarms, and

performance impact of enterprise-level

cybersecurity solutions. The findings

highlight the effectiveness and impact

of leading security products in real-

world scenarios, providing essential

insights for CISOs and enterprise IT

teams. 

Key Findings: The Business Real-World

Protection Test assessed the ability of

17 vendors to block malware and

safeguard systems against infections.

Additionally, the Malware Protection

Test focused on detecting malicious

files, while performance testing

measured the system impact during

daily business operations. Across all

tests, the vendors demonstrated

remarkable capabilities, ensuring high
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levels of protection while minimizing disruption to business

productivity. 

Tested and CERTIFIED Vendors & Vendors: 

Avast Ultimate Business Security 

Bitdefender GravityZone Business Security Premium 

CISCO Secure Endpoint Essentials 

CrowdStrike Falcon Pro 

Elastic Security 

ESET PROTECT Entry with ESET PROTECT Cloud 

G Data Endpoint Protection Business 

K7 On-Premises Enterprise Security Advanced 

Kaspersky Endpoint Security for Business – Select, with KSC 

Microsoft Defender Antivirus with Microsoft Endpoint Manager 

NetSecurity ThreatResponder 

Our rigorous testing process

highlights the high quality of

cybersecurity solutions

available today. These

products offer both the

strong protection they need

and the performance they

demand.”

Peter Stelzhammer, co-

founder, AV-Comparatives

Rapid7 InsightIDR 

SenseOn Platform with EPP 

Sophos Intercept X Advanced 

Trellix Endpoint Security (ENS) 

VIPRE Endpoint Detection and Response

VMware Carbon Black Cloud Endpoint Standard  

Details: 

Bitdefender, Sophos, Cisco, and ESET all achieved

exceptional scores, with Bitdefender delivering a flawless

performance in both the Real-World Protection and

Malware Protection tests. 

Kaspersky, Trellix, VIPRE, and G Data also maintained strong protection rates with no false

alarms on critical business software. 

Avast, CrowdStrike, K7, and Microsoft demonstrated robust security features while maintaining a

balance between protection and low system impact. 

Other top performers include Elastic, NetSecurity, Rapid7, SenseOn, and VMware, all of which

delivered competitive results, meeting or exceeding the high standards required for certification.

Across the board, these products ensured a high level of security for enterprise environments,

with zero false positives on common business software. The tests were conducted under real-
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world conditions to reflect the cybersecurity challenges and demands faced by modern

enterprises. 

Peter Stelzhammer, co-founder AV-Comparatives: “Our rigorous testing process highlights the

high quality of enterprise security solutions available today. These products offer businesses

both the strong protection they need and the performance they demand.” 

Call to Action: AV-Comparatives encourages enterprises and cybersecurity professionals to

explore the full report, which is available at AV-Comparatives.org. To learn more about the best

security solutions for your business, have a look at the PDF report. 

About AV-Comparatives: AV-Comparatives is a globally recognized, independent organisation

offering systematic testing to examine the efficacy of cybersecurity solutions. Using one of the

most comprehensive and rigorous testing methodologies, AV-Comparatives provides businesses

and consumers with unbiased, transparent, and reliable test results.
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This press release can be viewed online at: https://www.einpresswire.com/article/754158580

EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors

try to be careful about weeding out false and misleading content. As a user, if you see something

we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,

Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable

in today's world. Please see our Editorial Guidelines for more information.
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