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Business Reporter: Leveraging device
intelligence to combat online fraud

How gen Al is changing the fraud prevention game

LONDON, UNITED KINGDOM, March 27, 2025 /EINPresswire.com/ -- In an article published on
Business Reporter, Dan Pinto, CEO of Fingerprint, talks about how device intelligence is
becoming a new tool in the fight against online fraud. Statistics show that online fraud remains
to be a major headache for businesses - particularly enterprise companies with a treasure trove
of customer, financial and proprietary data. While account takeover (ATO) fraud caused nearly
$13 billion (£10.08 bn) in losses in 2023, credit card fraud is estimated to have contributed to
roughly $35.8 billion (£27.8 bn) in losses worldwide.

Although most enterprises currently have traditional cyber-security measures in place, such as
annual employee security training, multifactor authentication (MFA) and one-time passwords
(OTP) to combat fraud, such solutions are now easily circumvented by criminals with the use of
gen Al-enabled social engineering and tactics such as SIM card swapping. This is where device
intelligence, a technology that analyses and recognizes the devices that visitors use to access a
site or application comes into play, which gathers various attributes such as the device
manufacturer, operating system and screen resolution to create a unique device identifier.
However, a comprehensive device intelligence solution should provide not only a device
identifier but also additional real-time signals, such as VPN detection, browser tampering
detection, bot detection and virtual machine detection, too.

Fingerprint, a device intelligence platform, collects over 100 network, device, and behavioural
signals to assign every visitor a unique, persistent visitor ID. Due to the high entropy of the
signals and Fingerprint’'s continuous training of proprietary machine learning models, this
identifier stays stable even when cookies are cleared, IP addresses change, or incognito mode is
used.

To learn more about how device intelligence can improve your security controls, read the
article.
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About Fingerprint

Fingerprint is a device intelligence solution that helps companies identify their online visitors
with unmatched accuracy. By exposing accurate and reliable web and mobile signals, Fingerprint
gives businesses the insights they need to reduce fraudulent transactions, strengthen account
security, and increase customer lifetime value.

https://fingerprint.com
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This press release can be viewed online at: https://www.einpresswire.com/article/797298365

EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors
try to be careful about weeding out false and misleading content. As a user, if you see something
we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,
Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable
in today's world. Please see our Editorial Guidelines for more information.
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