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ANY.RUN Uncovers New PE32 Ransomware
Targeting Businesses with Double Extortion

DUBAI, DUBAI, UNITED ARAB
EMIRATES, April 22, 2025
/EINPresswire.com/ -- ANY.RUN, a
leading provider of interactive malware
analysis and threat intelligence
services, has released a new report by
Mauro Eldritch detailing the emerging
PE32 Ransomware, a rapidly spreading
threat that poses significant risks to
organizations across industries.
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PE32's ability to encrypt critical files
and exfiltrate data threatens
organizations in banking, retail,
healthcare, manufacturing, and
technology. Some of its key
functionalities include:

- Rapid File Encryption: PE32 targets visible folders like the Desktop, appending a .pe32s
extension, and begins encryption after minimal user interaction.

- Dual Ransom Demands: Unlike typical ransomware, PE32 employs a two-tier payment model:
$700 to $7,000 for file decryption and $10,000 to 2 BTC for preventing data leaks.

- Telegram-Based Command and Control (C2): The ransomware uses the Telegram Bot API for
communication, with exposed bot tokens making it traceable but no less disruptive.

Its lack of obfuscation and reliance on basic Windows libraries highlight inexperienced authors
behind the threat, yet its active development signals growing danger.

Read detailed analysis of this ransomware strain on ANY.RUN's blog.



http://www.einpresswire.com
https://any.run/?utm_source=ein&amp;utm_medium=press_release&amp;utm_campaign=pe32&amp;utm_content=landing&amp;utm_term=220425
https://any.run/cybersecurity-blog/pe32-ransomware-analysis/?utm_source=ein&amp;utm_medium=press_release&amp;utm_campaign=pe32&amp;utm_content=blog&amp;utm_term=220425
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Using ANY.RUN's Interactive Sandbox, organizations can analyze PE32 Ransomware in a secure,
cloud-based environment. The service simplifies extraction of Indicators of Compromise (I0Cs),
monitors Telegram-based C2 activity, and maps attack behaviors, enabling faster response and
recovery.
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ANY.RUN empowers organizations in banking, manufacturing, telecommunications, healthcare,
retail, and technology with cutting-edge malware analysis and threat intelligence. Its cloud-based
Interactive Sandbox, paired with advanced tools like TI Lookup and YARA Search, helps
businesses analyze threats in under 40 seconds, building resilient cybersecurity operations.
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This press release can be viewed online at: https://www.einpresswire.com/article/805496035

EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors
try to be careful about weeding out false and misleading content. As a user, if you see something
we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,
Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable
in today's world. Please see our Editorial Guidelines for more information.
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