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Synametrics Technologies Announces the
release of new version of Xeams 9.7 (build

6363)

With Enhanced DMARC Reporting and
Security Upgrades.

MILLSTONE, NJ, UNITED STATES, May
13, 2025 /EINPresswire.com/ --
Synametrics Technologies is proud to
announce the release of Xeams 9.7, the
latest version of its comprehensive, on-
premise email security and
management solution. With a strong
focus on user experience,
performance, and security, Xeams 9.7
introduces a suite of new features and
enhancements designed to give
administrators even greater control,
visibility, and flexibility.

Xeams: Trusted Email Security for All
Businesses

Xeams is an on-premise as well as
cloud email security solution designed
to protect against spam, malware,
phishing, ransomware, and IP leakage,
while also providing end-to-end
encryption. Its adaptive filtering system
ensures that legitimate emails are
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delivered while effectively blocking threats.

The solution offers advanced junk mail filtering, real-time monitoring, automatic email archiving,
and clustering for high availability. It includes reporting and analytics tools that allow
administrators to track email traffic and identify security risks.

Xeams supports flexible deployment options, functioning as a standalone email server, a smart
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email firewall, or in hybrid mode alongside existing mail servers. Additionally, it is compatible
with legacy devices that do not support OAuth 2.0, acting as a bridge to platforms like Google
Workspace and Microsoft Exchange Online. This integration is seamless, requiring no complex
programming changes, even in networks with restricted IP addresses. Xeams Single Sign-On
(SSO) utilizes OAuth 2.0, enabling organizations to connect Xeams with major identity providers
like Microsoft and Google. This integration simplifies user access and enhances overall security.
By managing user authentication through these reliable platforms, the sign-in process is
streamlined, allowing for secure access across various accounts.

Improved filters for identifying fraudulent PayPal receipts, MTA-STS exceptions for specific
domains, and the automatic removal of inactive users from Active Directory. Xeams also
improves the handling of unsafe images by removing the Content-Security-Policy header before
displaying them.

Overall, Xeams continues to provide robust, flexible, and secure email protection for
organizations of all sizes, ensuring that their email systems remain secure, compliant, and
reliable.

Xeams 9.7 introduces several significant enhancements that strengthen email protection,
improve system performance, and provide a better administrative experience.

The update includes:

1. Enhanced DMARC Reports: DMARC reporting has been enhanced to offer improved visibility
and actionable insights for administrators. These reports are generated by external email
providers such as Gmail, Yahoo, and Outlook.com, and reflect how your outbound messages are
perceived on their end. With better visualization and easier access to this data, administrators
can more effectively identify unauthorized senders, validate SPF and DKIM configurations, and
maintain a secure and trustworthy email domain.

2. Theme Preview for Ul Customization: Administrators can now preview and customize the web
interface's color scheme, making the user experience more personalized and visually

appealing.

3. Optimized SPF Lookups: Improves SPF validation performance and accuracy, ensuring faster
and more reliable results for email security checks.

4. SPF Test Tool: A dedicated tool to help administrators easily validate SPF configurations,
ensuring that outgoing email is properly authenticated and reducing the risk of spoofing.

5. Improved Let's Encrypt Integration: Reduces certificate request errors by ignoring hostnames
that fail DNS resolution during challenge-response processing, simplifying SSL certificate
management.
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6. E2E Encryption Ul Improvement: After logging in, users now see convenient links for password
reset and logout, improving overall account management.

7. Pre-Approval Plugin Update: New variables are now available for dynamic email templates,
enhancing customization options for message approvals.

8. Time Zone Control for Quarantine Reports: Admins can now enforce the system’s default
timezone for quarantine reports, ensuring consistency in report timestamps.

Availability

Xeams 9.7 is now available for download. To learn more about Xeams and its features, please
click here.

Existing users can upgrade using the built-in update manager, while new users can begin with a
free trial at https://www.xeams.com/XeamsDownload.htm.

About Synametrics Technologies:

Synametrics Technologies is committed to providing advanced solutions for enterprise-grade
email security. Through its Xeams product line, Synametrics continues to help organizations
protect their digital communications, prevent security breaches, and ensure compliance with the
latest industry standards.
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This press release can be viewed online at: https://www.einpresswire.com/article/811911395

EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors
try to be careful about weeding out false and misleading content. As a user, if you see something
we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,
Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable
in today's world. Please see our Editorial Guidelines for more information.
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