
New MS-ISAC Report Reveals Growing Cyber
Threats to Local Infrastructure Amid Budget
Cuts

Report is cited by five intergovernmental

organizations in a letter urging continued

federal support for the Multi-State

Information Sharing and Analysis Center

EAST GREENBUSH, NY, UNITED STATES,

August 12, 2025 /EINPresswire.com/ --

A new report by the Multi-State

Information Sharing and Analysis Center® (MS-ISAC®) sheds light on the mounting cybersecurity

challenges facing state, local, tribal, and territorial (SLTT) governments as they work to defend

the nation’s critical infrastructure from increasingly sophisticated cyber threats.

“Strengthening Critical Infrastructure: SLTT Progress & Priorities, Volume 2”  offers a timely, in-

depth look at how communities across the United States are responding to escalating attacks,

often with limited resources and shrinking federal support. The report findings support concerns

voiced by the National Association of State Chief Information Officers (NASCIO), the National

Association of Counties (NACo), the National League of Cities (NLC), Major County Sheriffs of

America, and the United States Conference of Mayors in a letter to the House and Senate

Appropriations Committees. 

“Cybersecurity is no longer just an IT issue, it’s a national security issue,” said Terry Loftus, Chair

of the MS-ISAC Executive Committee. “This report highlights the resilience and innovation of SLTT

organizations but also underscores the urgent need for sustained investment and collaboration.”

Key Findings:

•  68% of SLTT organizations lack the budget to address major cybersecurity priorities.

•  Small and rural communities are disproportionately vulnerable to cyber attacks.

•  Foreign adversaries are targeting local infrastructure daily, from water systems to public

schools.

What’s Working:

http://www.einpresswire.com
https://learn.cisecurity.org/strengthening-critical-infrastructure-sltt-progress-priorities-full-report-vol2
https://www.naco.org/news/naco-sends-letter-capitol-hill-urging-restoration-ms-isac-funding
https://www.naco.org/news/naco-sends-letter-capitol-hill-urging-restoration-ms-isac-funding


•  Shared services and regional security operations centers (SOCs) are enabling cost-effective,

24/7 threat monitoring.

•  Cyber navigator programs are delivering expert guidance to small jurisdictions that lack in-

house cybersecurity staff.

The report also features case studies from Maryland, Minnesota, New York, Ohio, and Oregon,

showcasing successful initiatives in cyber workforce development, local government support,

statewide coordination, and support for underserved communities.

As the burden of cybersecurity increasingly shifts to local governments, the MS-ISAC is calling for

a renewed federal commitment to supporting SLTT entities on the front lines of cyber defense.

For media inquiries or to speak with a member of the MS-ISAC Executive Committee, please

contact Kelly Wyland, Sr. Media Relations Manager at kelly.wyland@cisecurity.org, or call/text

518-256-6978. 

###

About CIS

The Center for Internet Security, Inc. (CIS®) makes the connected world a safer place for people,

businesses, and governments through our core competencies of collaboration and innovation.

We are a community-driven nonprofit, responsible for the CIS Critical Security Controls® and CIS

Benchmarks™, globally recognized best practices for securing IT systems and data. We lead a

global community of IT professionals to continuously evolve these standards and provide

products and services to proactively safeguard against emerging threats. Our CIS Hardened

Images® provide secure, on-demand, scalable computing environments in the cloud. CIS is home

to the Multi-State Information Sharing and Analysis Center® (MS-ISAC®), the trusted resource for

cyber threat prevention, protection, response, and recovery for U.S. State, Local, Tribal, and

Territorial government entities. To learn more, visit cisecurity.org or follow us on X: @CISecurity.
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