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Enkrypt Al Launches First MCP Security
Scanner After Study Finds One Third of
Servers Critically Vulnerable

Research hlgh//ghts urgent risks in Al — r— y _
agent infrastructure; Enkrypt Al's MCP r w g \ Ul
Scanner delivers protocol specific # We Scanned 1,000 MCP ’( (( ‘ \
protection at scale. Servers. HereS KoLl v
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BOSTON, MA, UNITED STATES, October Enk Al R E l}vll‘f
9, 2025 /EINPresswire.com/ — nkrypt Al unveils canner following analysis o

**Enkrypt A%, a leader in Al security 1,000 MCP servers that revealed alarming security

and compliance, today announced the 5aps.

launch of **MCP Scanner*%*, the first

security platform designed specifically for Model Context Protocol (MCP) servers. The
announcement follows an industry first study by Enkrypt Al that revealed nearly **one in three
MCP servers contain critical vulnerabilities**.

“ In an analysis of more than **1,000 MCP servers** across
GitHub, enterprise registries, and open source

MCP is becoming to Al
deployments, the company found:

agents what APIs were to
Web 2.0 — a universal
gateway to critical systems,
but without dedicated
security, it could quickly

- **32 percent contained at least one critical
vulnerability**

- Servers averaged **5.2 vulnerabilities each**

become the soft underbelly - Somg popular projgc'Fs hfa\d **20 or morje flgws**,

of enterprise Al.” including comma.nd injection aqd authorlzatlorT bypasses
Sahil Agarwal, CEO of Enkrypt - **Zero percent included security documentation**

Al
MCP has quickly become the standard for connecting Al

agents to production systems such as databases, Kubernetes clusters, Saas tools, and cloud
infrastructure. Yet the findings show that traditional scanners miss MCP specific risks, leaving
enterprises exposed to significant attack surfaces.


http://www.einpresswire.com
https://www.enkryptai.com/blog/we-scanned-1-000-mcp-servers-33-had-critical-vulnerabilities

### Real World Risks Already
Emerging

The research highlights critical
exposures already seen in practice:

- A widely used **Kubernetes MCP
server** contained **26
vulnerabilities**, including six critical
command injection flaws (CVSS 9.8),
leaving entire clusters open to
takeover.

- A malicious **Postmark MCP
server** was discovered exfiltrating
every email it processed while
appearing fully legitimate to users.

In coverage of this

issue, **VentureBeat** recently
warned of the risks of insecure MCP
defaults.

“MCP is shipping with the same
mistake we have seen in every major
protocol rollout: insecure defaults,”
said Merritt Baer, Chief Security Officer
at Enkrypt Al, in an interview with
VentureBeat. “If we do not build
authentication and least privilege in
from day one, we will be cleaning up
breaches for the next decade.”

### MCP Scanner: Purpose Built
Protection

Enkrypt Al's **MCP Scanner** provides
a four layer assessment across:

The Silent Email Theft: A Postmark MCP Incident

Researchers uncovered a malicious Postmark MCP
server that silently exfiltrated every email it
processed — a real-world incident demonstrating the
urgent need for MCP security.
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1. Submit Your Server 2. Automated Scanning 3. Get Detailed Report
Check for least-privilege, prompt
injection, sandboxing, timeouts,
and

Provide your MCP server source via
GitHub repo, npm package, or
remote endpoint

Receive actionable insights with
severity scores, impact analysis,
and fix recommendations

.
How Enkrypt Al's MCP Scanner works: submit your

server, run automated protocol-aware scanning, and
receive a detailed report with severity scores and
remediation guidance.
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Scan Your MCP Server for Free
Get a comprehensive security assessment in minutes

© 100% Secure

We only scan publicly i itories. No als required. Your code remains private.

Email MCP Server Repository URL

Support 05, npm packages,orremote endpoints
Start Free Security Scan

© Note: The scan report will be sent to your email address.

A\ Y
Enkrypt Al is offering free MCP server security scans
— comprehensive assessments delivered in minutes,
with zero credentials required.

- **Configuration** — Authentication, sandboxing, timeouts

- **Code security** — Command injection, path traversal, denial of service vectors
- **Tool level checks** — Hidden malicious tools, permission escalation

- **Network posture** — TLS validation, SSRF, open ports


https://www.enkryptai.com/blog/we-scanned-1-000-mcp-servers-33-had-critical-vulnerabilities
https://www.enkryptai.com/blog/we-scanned-1-000-mcp-servers-33-had-critical-vulnerabilities

Reports are delivered in minutes, including **CVSS severity scores, line level references, and
remediation guidance**. MCP Scanner integrates with **CI/CD pipelines, registries, and runtime
gateways**, enabling enterprises to block vulnerabilities before deployment.

Since the private beta, MCP Scanner has scanned more than **1,000 servers*¥,
remediated **1,000 vulnerabilities**, and onboarded **500 organizations**, achieving **zero
false positives** in critical findings.

### Availability

MCP Scanner is available immediately, with **free assessments** for individual servers.
Organizations can submit a GitHub repo, package, or endpoint at www.enkryptai.com/mcp-
scan.

### About Enkrypt Al

Enkrypt Al is a purpose built Al security and compliance platform that helps enterprises safely
deploy agents by detecting, removing, and monitoring risks such as data leakage, jailbreaks,
hallucinations, and compliance gaps. Its unified platform combines red teaming, guardrails, and
compliance automation to deliver end-to-end protection across the Al lifecycle. Trusted by
Fortune 500 companies in finance, healthcare, and insurance, Enkrypt Al was founded in 2022 by
Yale PhD experts and is backed by Boldcap, Berkeley SkyDeck, ARKA, and Kubera.

For any questions, please reach out:

0 hello@enkryptai.com or connect on **LinkedIn/Twitter**.

Sheetal Janala

Enkrypt Al
sheetal@enkryptai.com
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This press release can be viewed online at: https://www.einpresswire.com/article/856821636
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