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SecEdge Unveils Embedded TPM for NXP i.MX
6, 7, 8 and 9 Series Applications Processors
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EINPresswire.com/ -- SecEdge, a leader ©)
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in digital security for edge devices, NXP Distributors, ODMs

today announced the availability of its and SOM Vendors
SEC-TPM™ foundational device security ,
solution for NXP2 Semiconductors i.MX  SecEdge extends TCG-compliant SEC-TPM for NXP

6, 7, 8 and 9 series of applications i.MX processors—secure, embedded, and ready for
processors. SEC-TPM™ enables a TPM Al, automotive, industrial, and smart infrastructure
2.0-compliant Firmware Trusted applications worldwide.

Platform Module (fTPM), seamlessly
integrated into the NXP i.MX Board
Support Package (BSP), operating within a secure execution environment.

“We are pleased to extendOSEC-TPM solution coveragelto theONXP Semiconductors i.MX 6, 7, 8
and 9 families,” said Sami Nassar, CEO of SecEdge. “OurDfully integrated, software-defined TPM
2.0 solutionOleveraging NXP's advanced hardware security
“ brings robust device security capabilities toledge
SecEdge's SEC-TPM is devicesOthat faFe tightOspace, performance and cost
constraints, while also enabling advanced Al model

extending the adoption of _ _
lifecycle management and security."

the TPM 2.0 standard into
platforms like NXP i.MX,
enabling features such as Al
model protection, as well as
preparing for TPM post-
quantum cryptography.”

Joe Pennisi, President and
Chairman, Trusted Computing

Group

"SecEdge has been a trusted part of NXP’s Partner Program
since 2020, collaborating with us to advance embedded
security and offer our customers managed solutions
accelerating the deployment of security in the field,” said
Denis Noél, Senior Director, Strategy and Marketing,
Secure Connected Edge, at NXP Semiconductors. “The
introduction of SEC-TPM may remove the need for a
separate hardware TPM, providing a standards-compliant,
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software-defined option for device protection that simplifies design and reduces cost. Built on
NXP's advanced security architecture, it utilizes the EdgeLock® Secure Enclave in select i.MX
applications processors—a dedicated security unit physically isolated from the rest of the
System-on-Chip and protecting sensitive security operations, including secure device boot,
secure device updates, upgrades of feature such as SEC-TPM install, as well as key management,
device attestation and other cryptographic functions.”

“SecEdge's SEC-TPM is extending the adoption of the TPM 2.0 standard into platforms like NXP
i.MX, enabling features such as Al model protection, as well as preparing for TPM post-quantum
cryptography,” said Joe Pennisi, president and chairman of the Trusted Computing Group (TCG).O

AVAILABILITY

The SEC-TPM development kit is now available for immediate download
atOwww.secedge.com/sec-tpm-Kkits, enabling developers to download, run, test and evaluate
SEC-TPM.

The SEC-TPM software-defined upgrade for NXP i.MX 8 and 9 series of applications processors is
offered under a per-chip licensing model and can be sourced through a broad network of
authorized NXP i.MX distributors and system-on-module (SOM) vendors.

SecEdge’s leading partners include Arrow Electronics, Ubiquitous, and Variscite.

“By delivering standard TPM 2.0 functionality, this solution enables our customers to meet
critical industry specifications, including the upcoming Cyber Resilience Act,” said Ofer Austerlitz,
VP of Business Development and Sales at Variscite. “It provides a seamless path to best-in-class
security and compliance — whether for new designs or existing deployments — all through a
simple software upgrade.”

ADDRESSING KEY INDUSTRY CHALLENGES

SEC-TPM™ tackles critical security and operational challenges while delivering significant
advantages:

0 Offers an alternative to discrete TPM hardware, potentially reducing costs, saving board space,
and simplifying inventory—without compromising security.

0 Enhances system performance by leveraging the powerful NXP i.MX 6, 7, 8 and 9 series of
applications processors, surpassing traditional discrete TPMs.

0 Enables new capabilities in alignment with critical requirements in today’s edge deployments,
including Al Model protection and secure IPSec VPN connectivity.

0 Supports both greenfield and brownfield deployments, ensuring seamless integration across
new and existing systems.


http://www.secedge.com/sec-tpm-kits

0 Ensures quantum resistance (PQC), for future-proof security implementations.
0 Enables compliance with key industry standards, including EU CRA, IEC 62443-4-2, NIST 800-
183/193, and NISTR8259.

ABOUT SecEdge

SecEdge is a digital security leader for edge devices, providing advanced security software
solutions for edge Al, compute, and control applications. Renowned for its award-winning Al
model protection, the SecEdge platform delivers a complete chip-to-cloud security solution,
including device-level security, zero-trust networking, and secure data control and
management.OFor more information, visit SecEdge Ohttps://www.secedge.com/.
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