
ANY.RUN Reveals Multi-Stage XWorm
Campaign Targeting LATAM Businesses
Through Fake Financial Receipts

DUBAI, DUBAI, UNITED ARAB

EMIRATES, February 17, 2026

/EINPresswire.com/ -- ANY.RUN, a

leading provider of interactive malware

analysis and threat intelligence

solutions, has uncovered a

sophisticated multi-stage malware

campaign actively targeting

organizations across Latin America

(LATAM). 

The operation delivers the XWorm

remote access trojan (RAT) through

deceptive financial receipt lures,

combining stealth delivery, fileless

execution, and resilient persistence

techniques designed to evade early

detection and extend attacker dwell

time inside corporate environments. 
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This campaign illustrates how commodity malware is evolving to reach corporate environments

across LATAM. Finance-themed social engineering and low-visibility persistence bypass early

defenses, delay detection, and increase the risk of credential theft and downstream business

impact. 
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· Finance-themed delivery aligned with real workflows: Fake payment receipts increase execution

probability on corporate endpoints. 

· Low-visibility execution that delays detection: WMI-spawned PowerShell, steganography, and
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fileless loading reduce early security signals. 

· Resilient persistence designed for long dwell time: .NET-based scheduled task creation enables

continued access after reboot. 

· Trusted binary abuse to blend with legitimate activity: Injection into CasPol.exe helps malicious

traffic appear normal in endpoint telemetry. 

· Identity-driven post-compromise risk: Stolen sessions and credentials can lead to account

takeover, fraud, data exposure, or ransomware staging. 

To get the full technical breakdown and discover how to cut risk with earlier monitoring and

faster triage, visit the ANY.RUN blog. 
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ANY.RUN, a leading provider of interactive malware analysis and threat intelligence solutions,

strengthens the SOC operational cycle across Tier 1–3 with live execution visibility, fast IOC

enrichment, and continuously updated intelligence. Trusted by ᵿ�ᵾ�ᵾ�,ᵾ�ᵾ�ᵾ�+ ᵠ�ᵟ�ᵟ�ᵠ�ᵟ�ᵟ�ᵠ�ᵠ�

ᵟ�ᵟ�ᵟ�ᵟ�ᵟ�ᵠ�ᵠ�ᵟ�ᵟ�ᵟ�ᵞ�ᵟ�ᵠ� ᵟ�ᵟ� ᵾ�ᵿ�,ᵾ�ᵾ�ᵾ�+ ᵟ�ᵟ�ᵟ�ᵞ�ᵟ�ᵟ�ᵠ�ᵞ�ᵠ�ᵟ�ᵟ�ᵟ�ᵠ�, it helps teams cut investigation time, reduce

unnecessary escalation, and stay ahead of fast-moving phishing and malware campaigns.
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EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors

try to be careful about weeding out false and misleading content. As a user, if you see something

we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,

Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable

in today's world. Please see our Editorial Guidelines for more information.

© 1995-2026 Newsmatics Inc. All Right Reserved.

https://any.run/cybersecurity-blog/xworm-latam-campaign/?utm_source=ein&amp;utm_medium=press_release&amp;utm_campaign=xworm_latam&amp;utm_content=blog&amp;utm_term=170226
http://www.einpresswire.com/contact_author/5590300
https://www.linkedin.com/company/any-run
https://www.youtube.com/c/ANYRUN
https://twitter.com/anyrun_app
https://www.einpresswire.com/article/893032088
https://www.einpresswire.com/editorial-guidelines

