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TraitWare Announces Partnership with
Microsoft to Deliver Passwordless External
MFA for Microsoft Entra ID

TraitWare enables phishing-resistant,
passwordless authentication across
Microsoft environments with External
MFA integration

RENO, NV, UNITED STATES, April 28,

2026 /EINPresswire.com/ -- TraitWare©

today announced the official
availability of its Passwordless External
Multi-Factor Authentication (MFA)
solution for Microsoft products,
coinciding with the general availability
(GA) of External MFA in Microsoft Entra

TRAITWARE’
External MFA for Entra ID

ID. This milestone marks a significant advancement in providing organizations with flexible,
secure, and passwordless authentication options across the full Microsoft ecosystem.

TraitWare's External MFA delivers strong phishing-resistant authentication that eliminates
passwords while strengthening identity security. Fully
“ integrated with Microsoft Entra ID, the solution enables

Partnering closely with
Microsoft on the
development and validation
of External MFA has allowed
us to deliver a truly modern
authentication experience.”
Heath Spencer - CEQ,
TraitWare

organizations to leverage third-party MFA while
maintaining Microsoft's robust Conditional Access and risk-
based policy framework.

In close collaboration with Microsoft, TraitWare was among
the first companies to validate Microsoft's External MFA
capability - previously known as External Authentication
Methods (EAM). Throughout the preview phase, TraitWare

worked alongside Microsoft engineers to test and refine

the implementation, ensuring seamless functionality and enterprise readiness. The solution has
also been successfully deployed and validated with TraitWare's customers in real-world

environments.


http://www.einpresswire.com
https://traitware.com/

“Partnering closely with Microsoft on the development and validation of External MFA has
allowed us to deliver a truly modern authentication experience,” said Heath Spencer, CEO of
TraitWare. “Our passwordless approach not only improves security posture but also simplifies
the user experience - giving organizations a clearer path to real Zero Trust security.”

Advancing Identity Security with External MFA

With the GA of External MFA in Microsoft Entra ID, organizations can now integrate trusted third-
party authentication providers while continuing to rely on Microsoft as their central identity
control plane. This capability is particularly valuable for organizations that:

- Require third-party MFA solutions to meet regulatory or business requirements
- Need to support complex scenarios such as mergers and acquisitions
- Seek to unify authentication experiences within a modern identity framework

Built on the OpenlID Connect (OIDC) standard, External MFA ensures seamless interoperability
without compromising security or policy enforcement.

Multi-factor authentication remains a foundational component of modern cybersecurity
strategies. According to Microsoft, MFA can reduce the risk of account compromise by more than
99 percent. With TraitWare's patented passwordless phishing-resistant solution, organizations
can further enhance protection against phishing and credential-based attacks while improving
usability.

About TraitWare

TraitWare is a leader in passwordless authentication, delivering secure, user-friendly solutions
that eliminate passwords and dramatically reduce the risk of identity-based attacks. By
leveraging advanced biometric and behavioral authentication technologies, TraitWare helps
organizations modernize their security infrastructure and embrace a Zero Trust approach.

For more information about TraitWare Passwordless External MFA for Microsoft, visit:
https://traitware.com

For details on Microsoft's External MFA announcement, visit:

https://techcommunity.microsoft.com/blog/microsoft-entra-blog/external-mfa-in-microsoft-
entra-id-is-now-generally-available/4488926
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This press release can be viewed online at: https://www.einpresswire.com/article/908542722

EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors
try to be careful about weeding out false and misleading content. As a user, if you see something
we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,
Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable
in today's world. Please see our Editorial Guidelines for more information.
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