
Authentication Failures in AI-Connected
Systems Trigger GDPR Fines, Salt Security
Warns

Salt Security warns enterprises that authentication

failures in AI-connected systems now carry GDPR

consequences, following Vodafone's €30 million fine.

GDPR enforcement has exceeded €5.88 billion since

2018, with EU AI Act enforcement beginning August
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Authentication failures in AI-connected

systems now carry GDPR fines. Vodafone

paid €30M. Salt Security explains what

regulators expect next.

PALO ALTO, CA, UNITED STATES, June

29, 2026 /EINPresswire.com/ -- A 2025

enforcement action against Vodafone

GmbH signals a widening regulatory

shift: authentication governance

failures in enterprise systems are no

longer treated as technical debt. They

are compliance liabilities with

immediate financial consequences,

and the pressure is accelerating into

2026.

Salt Security, the leader in Agentic and

API Security, today issued guidance to

enterprise security and compliance teams following Germany’s Federal Commissioner for Data

Protection and Freedom of Information (BfDI) imposing a €30 million ($34 million) GDPR fine on

Vodafone GmbH for security flaws in the authentication process for customers using its

MeinVodafone online portal and hotline. The BfDI determined that the authentication

vulnerabilities allowed unauthorized third parties to access customer eSIM profiles, enabling

SIM-swapping attacks and potential compromise of two-factor authentication across connected

services. 

The enforcement action, reported by The Record from Recorded Future News, is part of a €45

million total fine that also included a €15 million penalty for Vodafone’s failure to adequately

monitor third-party partner agencies. Vodafone acknowledged that “the systems and measures

in place at the time ultimately proved to be insufficient” and has since revised its authentication

infrastructure.

The Vodafone case is not an isolated incident. It reflects a pattern that extends well beyond

telecommunications. As enterprises deploy AI agents and connected systems across customer-
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Regulators are not waiting

for a breach to trigger

enforcement. They are

scrutinizing the controls that

should have prevented one.”

Roey Eliyahu, CEO and Co-

founder, Salt Security

facing infrastructure, the authentication controls governing

what those systems can access have become the front line

of regulatory accountability. GDPR enforcement totals have

exceeded €5.88 billion since 2018, and regulators are

increasingly focusing on whether organizations had the

governance infrastructure in place to prevent incidents, not

just whether they responded to them.

The direction from regulators themselves is clear. BfDI

Commissioner Louisa Specht-Riemenschneider stated that

her motivation is to “ensure that data protection violations do not occur in the first place,” adding

that “data protection is a factor of trust for users of digital services and can therefore become a

competitive advantage.” That framing, prevention over response, is the standard enterprises

should be building toward now, ahead of EU AI Act enforcement beginning August 2026.

“The Vodafone enforcement action from 2025 is a signal enterprises cannot afford to ignore in

2026. Regulators are not waiting for a breach to trigger enforcement. They are scrutinizing the

controls that should have prevented one. As organizations deploy more AI agents and connected

services, the authentication controls governing what those systems can reach become a

regulatory requirement, not just a security best practice. The audit will come. The question is

whether your posture holds up when it does.”

Roey Eliyahu, CEO and Co-founder, Salt Security

What Regulators Expect Organizations to Demonstrate

Based on the pattern of GDPR enforcement actions involving connected system vulnerabilities,

Salt Security has identified three capabilities regulators expect organizations to demonstrate:

•        Complete inventory of agents and connected systems: The ability to show which AI agents,

connected systems, and integration services exist in the environment, what authentication

requirements each carries, and when each was last reviewed. Regulators have consistently cited

the absence of systematic inventory as evidence of inadequate controls under GDPR Article 32.

•        Real-time behavioral monitoring across the connected stack: Evidence that activity across AI

agents and connected systems is monitored continuously for anomalous behavior, not reviewed

periodically after the fact. In the Vodafone case, Authentication vulnerabilities were present

before detection, creating an exposure window for customer data before the issue was identified

and remediated. 

•        Audit trail of system actions and access: The ability to produce a complete record of which

systems were accessed, by whom or by what agent, when, and whether that access was properly

authenticated and authorized. Organizations that cannot reconstruct this timeline when

regulators ask face compounding liability.

Salt Security’s Agentic Security Platform addresses all three requirements. The platform provides



continuous discovery of agents, MCP servers, and connected systems across the Agentic Security

Graph, behavioral monitoring that detects anomalous access patterns against established

baselines, and the posture management and audit trail that compliance teams need before an

investigation opens rather than after.

“Authentication failures in agentic and connected enterprise systems are among the most

common and consequential governance gaps we see across enterprise environments. The

Vodafone enforcement action is a reminder that finding these gaps after a regulatory action is

not the goal. Building the visibility and governance infrastructure to find them first is.”

Michael Callahan, VP of Cyber Strategy, Salt Security

The Broader Regulatory Direction

The Vodafone fine follows a €42 million enforcement action against French telecom Free Mobile

for a breach exposing 24 million customer records, and reflects a consistent regulatory direction:

accountability for real-world outcomes from connected systems, not just documentation of

intent. The EU AI Act, with enforcement beginning August 2026, adds governance requirements

specifically for AI systems interacting with enterprise data and services. State-level AI governance

laws in Colorado, California, and Texas are establishing similar accountability frameworks in the

United States.

Enterprises that treat authentication governance in their connected and agentic systems as a

development concern rather than a compliance concern are operating with a regulatory

assumption that regulators are no longer making.

About Salt Security

Salt Security is the leading Agentic and API Security company, protecting the world’s most

innovative enterprises from AI agent and API attacks. The Salt Security Agentic Security Platform

secures the full agentic ecosystem, discovering all agents, MCP connections, and APIs, stopping

attacks in real time, and eliminating vulnerabilities before they reach production. Salt Security

was founded in 2016 and is backed by Sequoia Capital, S Capital, Tenaya Capital, Salesforce

Ventures, Advent International, and other leading investors. For more information, visit

www.saltsecurity.com.
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