
World-first innovation adds phishing-resistant
biometric smart card authentication to
Windows logins

FIDO2 Smart Card insert authentication into Windows

Remote Desktop

LoginTC introduces FIDO2 Biometric

Smart Card authentication to Windows,

Remote Desktop, and offline logins.

OTTAWA, ONTARIO, CANADA, July 23,

2026 /EINPresswire.com/ -- Cyphercor

Inc. announced today the release of

biometric-enabled FIDO2 Smart Card

authentication for Windows logins as

part of its Multi-Factor Authentication

(MFA) solution, LoginTC. This world-first

innovation enables organizations to

use FIDO2-enabled smart cards to

securely authenticate users not only to

web-based applications, but also directly to Windows console logins, Remote Desktop sessions,

and offline environments.

By extending biometric

FIDO2-based smart card

authentication to Windows,

we’re making phishing-

resistant authentication

accessible across modern

and legacy systems,

including offline

environments.”

Diego Matute, CEO & Founder

of Cyphercor

Smart cards are widely used for physical access control,

allowing employees to unlock offices and restricted areas.

Digitally, they have traditionally relied on certificate-based

authentication, a secure but complex approach typically

accessible only to large enterprises and government

organizations with the resources to manage certificate

infrastructure. 

Recent advances in smart card technology have introduced

FIDO2 support directly on the card. By leveraging the

FIDO2 standard, organizations can now deploy phishing-

resistant authentication without the overhead of

traditional certificate management. This development

expands the viability of smart card authentication to a

much broader range of organizations, including those already using smart cards for physical

http://www.einpresswire.com
https://www.logintc.com/two-factor-authentication/windows-rdp-logon/


FIDO2 Smart Card tap authentication into Windows

Console

access.

“FIDO2 changes what’s possible with

smart cards,” said Diego Matute, CEO

and Founder of Cyphercor. “By

extending biometric FIDO2-based

smart card authentication to Windows

logins, we’re making strong, phishing-

resistant authentication accessible

across both modern and legacy

systems, including environments that

operate offline.”

The LoginTC implementation supports

two types of authentication methods using FIDO2-enabled biometric smart cards, including

cards from AuthenTrend, an authentication company specializing in fingerprint-enabled FIDO2

security keys and smart cards:

- Insert to authenticate: users insert cards into a reader and complete authentication by touching

the fingerprint sensor

- Tap to authenticate: users place smart cards on a reader and confirm authentication by

touching the fingerprint sensor

Biometric FIDO2 Smart Card authentication is available to customers using LoginTC’s Business

cloud MFA solution, as well as LoginTC Managed, the on-premises deployment of LoginTC. Smart

cards can be used to authenticate with the following LoginTC connectors:

- Windows Logon and Remote Desktop (RDP)

- Microsoft Entra ID

- Outlook Web App (OWA)

- Active Directory Federation Services (AD FS)

- RADIUS for VPNs and Firewalls

Organizations can combine LoginTC MFA with biometric FIDO2-enabled smart cards from

AuthenTrend to deploy phishing-resistant authentication across their physical and digital

infrastructure without disrupting existing workflows. 

Contact Cyphercor directly for more information on how to deploy biometric FIDO2-based smart

card authentication with LoginTC: sales@cyphercor.com.

About LoginTC

LoginTC is the flagship product of Canadian cybersecurity company, Cyphercor. LoginTC is used

https://authentrend.com/atkey-card-nfc
https://www.logintc.com/authentication-solutions/security-key/


by organizations in over 60 countries around the world to protect their VPNs, network, email,

and remote access infrastructure with second factor authentication. 

LoginTC is used by businesses in a wide variety of industries, including healthcare, education,

manufacturing, energy, finance, and professional services, as well as government, non-profit

sectors, and more. 

The creators of LoginTC believe that organizations shouldn’t have to choose between security

and usability. As pioneers of the push notification authentication method, and other usability

innovations, LoginTC has made it easier for companies to set up and manage their multifactor

authentication solution. 

About AuthenTrend

AuthenTrend is a global leader in biometric passwordless authentication, specializing in

fingerprint-enabled FIDO2 security keys and smart cards. Founded in 2016 and headquartered in

Taipei, Taiwan, AuthenTrend is dedicated to eliminating the risks of password-based breaches by

providing secure, unphishable biometric solutions. Their flagship ATKey product line, including

ATKey.Card NFC, integrates seamlessly with existing IT ecosystems, enabling organizations across

healthcare, manufacturing, finance, and government sectors to achieve high-assurance security

without sacrificing user convenience.

Victoria Savage

Cyphercor

+1 437-345-5896

email us here

Visit us on social media:

LinkedIn

YouTube

X

This press release can be viewed online at: https://www.einpresswire.com/article/928620634

EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors

try to be careful about weeding out false and misleading content. As a user, if you see something

we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,

Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable

in today's world. Please see our Editorial Guidelines for more information.

© 1995-2026 Newsmatics Inc. All Right Reserved.

http://www.einpresswire.com/contact_author/9530780
https://www.linkedin.com/company/cyphercor/
https://www.youtube.com/@TheLoginTC
https://twitter.com/cyphercor
https://www.einpresswire.com/article/928620634
https://www.einpresswire.com/editorial-guidelines

