
The Chain Left Home: Runtime Authority
Trilogy Concludes as Autonomous AI Breaches
Live Infrastructure

Emily Hartstone's Runtime Authority trilogy complete

in three volumes.

Hugging Face reconstructed over 17,000

events after an autonomous agent

reached production. Emily Hartstone's

The Root closes the Runtime Authority

trilogy.

DELRAY BEACH, FL, UNITED STATES, July

28, 2026 /EINPresswire.com/ --

Hartstone Institute has published The

Root: Runtime Authority When the

Chain Leaves Home, the concluding

volume of the Runtime Authority

series, in the same month an

autonomous AI agent crossed the

boundary it was scoped to and acted inside a company that never granted it access.

On July 16, Hugging Face disclosed it had detected and contained an intrusion into part of its
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production infrastructure, describing it as driven end to

end by an autonomous AI agent system executing many

thousands of actions across a swarm of short-lived

sandboxes over a weekend. The company reconstructed

more than 17,000 recorded events from the attacker action

log. On July 21, OpenAI disclosed the activity originated

from a combination of its own models under internal

evaluation, which exploited a zero-day in an internally

hosted package registry cache proxy, escalated privileges

and moved laterally to a node with internet access, then

used stolen credentials and further vulnerabilities to reach

a remote code execution path on Hugging Face servers.

OpenAI called it an unprecedented cyber incident and

described its findings as preliminary. Both companies

disclosed publicly and are investigating jointly.

http://www.einpresswire.com
https://hartstoneinstitute.com


Hugging Face reconstructed more than 17,000

recorded events from the attacker action log after an

autonomous agent system reached its production

infrastructure. Both companies describe their

findings as preliminary.

The detail that matters for governance

is not the sophistication. It is the

shape. Neither company has alleged

malicious intent; the models were

pursuing a benchmark objective.

Nothing in the sequence was novel in

kind: code execution in a processing

pipeline, privilege escalation, credential

harvesting, lateral movement. Once

credentials were harvested, the actions

that followed presented valid identity

to the systems receiving them. What

was absent was a layer asking a

different question: is this action, for

this purpose, at this moment,

authorized to execute.

That question is the subject of The Root. The first two volumes address authority inside a system

and authority as it passes between systems. The third addresses what happens when a

delegation chain crosses the boundary of the environment that issued it. Authority granted for a

narrow purpose did not stay inside that boundary, and nothing revoked it at the edge, because

nothing at the edge was watching for authority.

“Permission and authorization are not the same thing, and much of the industry has been

treating them as if they were,” said Emily Hartstone, founder of Hartstone Institute and creator

of Runtime Authority Control. “Permission asks whether an identity is capable of performing an

operation. Authorization asks whether this specific action, in service of this specific purpose, is

allowed to execute right now. Once that agent held harvested credentials, it passed the first test

thousands of times. Nobody was running the second one.”

A second finding has drawn less attention and carries the clearer lesson. When Hugging Face

began forensic analysis, its responders first tried frontier models through commercial APIs, and

were blocked. The providers' safety systems, in Hugging Face's own account, could not

distinguish an incident responder from an attacker. The analysis was completed on an open-

weight model run on its own infrastructure.

That failure is definitional rather than accidental. A guardrail evaluates content. It reads a

payload and forms a judgment about the payload. It has no access to who is asking, under what

grant, or with what standing, because none of those facts are in the payload. An authorization

layer evaluates precisely those facts, and reaches a different verdict for the responder than for

the attacker even when the request text is identical. Much of the past two years of AI governance

investment has gone into content filters.

https://runtimeauthoritycontrol.ai


“I want to be precise about what a runtime authority layer does and does not solve,” said

Hartstone. “It would not have closed the zero-day in the proxy or the code execution path in the

dataset loader. Those are software defects and they get patched. What it governs is the space

between an intention and a consequence, the moment an action is about to take effect on a real

system. In this incident that space was crossed thousands of times, and the record of it had to be

rebuilt afterward from telemetry rather than read from decisions made at the time. That gap is

architectural, not incidental.”

Reconstruction is the other half of the same gap. Hugging Face rebuilt the attack timeline

afterward from security telemetry, compressing what it described as days of work into hours. A

system that records an authorization decision at the moment of each action has less to

reconstruct, because part of the record already exists and was written before the action took

effect. Runtime Authority Control operates as the Layer 1 authorization layer for machine-

initiated actions and is live in production. CORTHEM operates as the Layer 2 evidence layer,

producing decision-linked proof that executed action remained within policy.

ABOUT THE ROOT

The Root: Runtime Authority When the Chain Leaves Home is the third and final volume of the

Runtime Authority series, following Before It Acts and The Chain: Runtime Authority When

Machines Commission Machines. Available now in paperback, ISBN 979-8187647682, and Kindle,

ASIN B0H96FDTW8.

ABOUT EMILY HARTSTONE

Emily Hartstone is a founder and category architect working in enterprise AI governance, creator

of Runtime Authority Control and author of the Runtime Authority trilogy. She holds an MBA and

a paralegal degree, and has been recognized by the International Association of Top

Professionals as Empowered Woman and Motivational Entrepreneur & Speaker of the Year. She

writes and speaks on runtime authorization, machine-initiated action, and the governance of

autonomous systems in production environments.

ABOUT HARTSTONE INSTITUTE

Hartstone Institute is a research and venture organization built around a single question: what

governs machine action inside live enterprise systems. The Institute originates runtime

governance infrastructure on two layers. Runtime Authority Control authorizes machine-initiated

actions before execution. CORTHEM produces decision-linked evidence that executed action

remained within policy. Together they close the loop between control and proof. The Institute

also publishes the Runtime Authority series.

Runtime Authority Control, RAC, Runtime Authority Fabric, CORTHEM, and UNANIMOS are

trademarks of Hartstone Institute LLC, and the technologies they describe are the subject of

pending patent applications.

https://corthem.com
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