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Heimdal data reveals MediaArena adware
completes persistence before antivirus
quarantine finishes

Heimdal's Threat Intelligence team
directly measured, using its own
telemetry, the timeline of a real infection.
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MediaArena's execution and antivirus quarantine - a
MediaArena is a browser-modifier pattern confirmed across 40+ client environments.

adware family that Microsoft has

tracked since 2023. It is low-severity,

and that is what makes the finding notable. Even a nuisance-grade detection can finish
establishing persistence before antivirus intervenes. The malvertising cluster spreading it has
been publicly documented since March and was analysed by Compass Apex Security in April. It
reaches victims through fake “free Al tool” ads.

Using its own telemetry from live client environments, Heimdal measured the timeline of a
MediaArena infection. The adware finished writing its persistence mechanism to disk 21 seconds
after execution. Microsoft Defender's quarantine did not finish until 29 seconds, a full eight
seconds after the infection had already taken hold.

This measurement comes from direct observation of Heimdal's own customer base, not from a
lab or a sandbox.

The pattern is not an isolated case. Heimdal has observed the same sequence, persistence
completing before quarantine finishes, across more than 40 client environments in recent days.
In the case Heimdal timed, signature-based detection then took roughly 78 days to catch up,
leaving the browser hijacker running for around eleven weeks.
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“We timed a MediaArena infection and the persistence was on disk before the quarantine even
finished. The alert isn't wrong, it's just late. By the time it fires, the adware has already done what
it came to do, so a team that stops at ‘quarantined’ is working from an incomplete picture,” said
Alexandru Gurgu, Threat Intelligence Security Analyst at Heimdal.

The takeaway for security teams is direct. A quarantine alert is not proof that an endpoint is
clean. For MediaArena, the alert may simply mark the moment detection caught up, not the
moment the threat was stopped.

Heimdal recommends treating a MediaArena quarantine alert as the start of an investigation,
not its conclusion, and checking affected endpoints directly for persistence artefacts.

Read the full report here: https://heimdalsecurity.com/blog/media-arena-malvertising-report/

About Heimdal

Heimdal is a global cybersecurity provider offering a unified security and compliance platform
across endpoint, identity, email, network, and access security. More than 17,000 customers and
1,500 MSPs in over 40 countries use its 12-plus integrated products to prevent threats, detect
breaches, and automate response.
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