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Continuum GRC: State-Linked Cyber Theft
Case Raises the Stakes for Identity Controls

and Research Data Governance

The newly unsealed allegations put
credential defense, sensitive-data
ownership, and control assurance on the
same executive agenda.

SCOTTSDALE, AZ, UNITED STATES,
August 20, 2026 /EINPresswire.com/ --
Continuum GRC today called on
universities, research organizations,
technology companies, and other data-
rich enterprises to connect identity
security with formal risk and control
governance after the U.S. Department
of Justice announced an expanded
case alleging a coordinated cyber-theft
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campaign.

In an August 18 announcement, the U.S. Attorney’s Office for the Southern District of New York
said a 14-count superseding indictment charges 17 members of the Iran-based Mabna Institute.

Leaders need more than a
list of security tools; they
need traceable assurance
that access, monitoring,
response, and recovery
controls are assigned,
tested, and improved as
threats evolve.”

Michael Peters, CEO at

Continuum GRC

Prosecutors allege the campaign targeted 144 U.S.
universities, 178 foreign universities, at least 42 U.S.
private-sector companies, at least 11 foreign companies,
government agencies, and nongovernmental
organizations. The indictment is an allegation, and the
defendants are presumed innocent unless and until
proven guilty.

The government alleges that more than 100,000 professor
accounts were targeted, approximately 8,000 were
compromised, and at least 31.5 terabytes of academic data
and intellectual property were stolen. The announcement
also describes spear-phishing, password-spray activity,


http://www.einpresswire.com
https://continuumgrc.com/ial-compliance-and-msps/
https://continuumgrc.com/ial-compliance-and-msps/

stolen credentials, unauthorized email
access, and data
exfiltration—techniques that make
control coverage across identity,
access, logging, data classification, and
incident response especially
important.

The governance lesson extends beyond
perimeter defense. Executives need a
current view of high-value information,
the people and service accounts that
can reach it, the controls expected to
protect it, and the evidence showing
those controls continue to operate.
Risk registers, control testing, access
reviews, exception management, third-
party dependencies, and response
exercises should share a common
record so leaders can see where
technical findings create business
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exposure and assign remediation accountability.

“Research data and intellectual property are business assets, and identity controls are part of
their governance. Leaders need more than a list of security tools; they need traceable assurance
that access, monitoring, response, and recovery controls are assigned, tested, and improved as

threats evolve.”

— Michael Peters, Founder and CEO, Continuum GRC

About Continuum GRC

Continuum GRC is the enterprise SaaS platform developed by Lazarus Alliance that automates
and accelerates Governance, Risk, and Compliance (GRC) programs. Built on the proprietary IT
Audit Machine® (ITAM) and A.ITAM frameworks, Continuum GRC is FedRAMP Authorized at the
Moderate baseline and delivers continuous control monitoring, automated evidence collection,
risk scoring, dashboards, and Al-powered assessment capabilities through AITAMBot.
Organizations use Continuum GRC to streamline CMMC, FedRAMP, SOC 2, NIST, ISO, PCI DSS,
dJIS, and other frameworks—reducing audit timelines, improving accuracy, and enabling faster

authorization and certification outcomes.
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EIN Presswire's priority is source transparency. We do not allow opaque clients, and our editors
try to be careful about weeding out false and misleading content. As a user, if you see something
we have missed, please do bring it to our attention. Your help is welcome. EIN Presswire,
Everyone's Internet News Presswire™, tries to define some of the boundaries that are reasonable
in today's world. Please see our Editorial Guidelines for more information.
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